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(\ Preface

Contract Number: NAMA-04-C-0007

This document was prepared by Lockheed Martin Transportation and Security Solutions (LMTSS) for
the National Archives and Records Administration (NARA) Electronic Records Archives Program Office
per the ERA Performance Work Statement (PWS) dated June 9, 2004. It conforms to Data ltem
Description (DID) 3.1 specified in the Lockheed Martin ERA Proposal, Appendix B Contract Data
Requirements List.

DID traceability is documented in Table 2 and SOW compliance is documented in Table 3.

Table 2 - DID Traceability Matrix

Para No.

DID Paragraph Title

Document Section

3.11

Scope

includes ldentification, System Overview and
Document overview.

1. Introduction

31.2

System Requirements

Lists individual high level requirements describing
the intended functions, performance, constraints
and quality metrics for the system

3. Requirements
Appendices

NARA RD Traceability Matrix

Includes mappings from NARA supplied RD to
SyRS, and from SyRS to RD. Includes
identification of the softcopy deliverable System
Requirements (SyRS) extract in Rational Requisite
Pro compatible format

Appendices

3.14

Test Method Table

(e.g. Inspection, Analysis, Demonstration, Test)
A matrix showing the intended method for
verification of each of the requirements in the
completed system.

3. Requirements
Appendices

Table 3 - SOW Compliance Matrix

Para No.

SOW Paragraph Title

PP Section

3200A

System Functional Requirements

Entire Document

~
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1. INTRODUCTION

1.1 Purpose

The Electronic Records Archives (ERA) System is intended to authentically preserve any type of
electronic record, created using any application on any computing platform delivered electronically and
on any digital media, from any entity in the Federal Government and any donor, and to provide
discovery and delivery to anyone with an interest and legal right of access, now and for the life of the

republic.

The delivered system will be an integrated system of commercial off the shelf (COTS) products to the
maximum extent possible. ERA will subsume the functionality of other specified NARA legacy systems
with appropriate legacy interfaces support through the transition of functionality to ERA. Systems
external to ERA will be defined and supported as specified, and provisions will be made to retire
external interfaces as system evolution renders them obsolete.

1.2 Scope

This specification establishes the system functional baseline requirements for the ERA solution for the
National Archives and Records Administration (NARA) as developed by the Lockheed Martin Team.
For brevity, this system is called ERA, and this document is called the ERA System Requirements
Specification (SyRS). This SyRS document establishes the system-level requirements for ERA. These
requirements and their attributes as presented in the SyRS were extracted from the DOORS®
requirements management tool. The DOORS output has also been imported to a copy of the ERA
PMO Requisite Pro database, which has also been delivered to the Government.

The requirements in this SyRS reflect the Lockheed Martin Team’s Service Oriented Architecture
(SOA) approach and are implied to be stateless with respect to any particular proposed deployment
combination of hardware and/or software. The appendix provides reference information for planned
availability of the various requirements according to the Government's planned increment deployment

calendar.

The Lockheed Martin Team's investment in the requirements analysis process is critical to reduction of
execution risk on the ERA program. The analysis effort used to generate this document drove a
detailed understanding of the "shall" statements in the specification through a combination of
discussions with subject matter experts (SMEs), generation of related operational scenarios, and
research and clarification into the meaning of critical terms and concepts with the ERA Program
Management Office (PMO). Extensive experience in designing complex enterprise systems for the
Federal Government has shown that misunderstandings and errors in the requirements generation
phase can result in rework costs fifty (50) times as great as the effort required to correct such errors
prior to system design. The requirements documented in the SyRS state the functionality and behavior
of the ERA system (independent of implementation) and will drive the definition of the design to be
documented in the ERA System Architecture and Design Document (SADD).

1.3 Organization

The SyRS describes the requirements that address NARA's electronic records archival mission while
meeting the capacity and capability needs documented by the ERA PMO acquisition documentation.

CDRL Number: 01 - System Requirements Specification (SyRS)
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This document is structured to be consistent with the format and content provisions of its Data ltem
Description (DID) as described in the Lockheed Martin ERA proposal dated June 9, 2004, and the

referenced ISO/IEC standards.

e Section 1 provides administrative and document structural information. Included in this section
is an overview of the Lockheed Martin solution approach, to provide context for the remainder

of the document

e Section 2 details the methodologies used in developing and presenting the contents of this
document.

e Section 3, the Requirements section, contains the full set of system requirements for ERA.
e Section 4 provides a brief discussion of external system interfaces.

e Section 5 is a glossary of terms.
e The Appendices provide supporting and referential information
o Appendix 10 contains performance characteristic tables referenced within Section 3.

o Appendices 20 and 30 provide forward and reverse traceability between the LM and
ERA RD requirements sets.
o The phasing of requirements functionality within deployed increments are represented in
Appendix 40, Increment Plan.
1.4 Applicable Documents

1.4.1 Reference Documents

1.4.1.1 NARA Documentation
The following table lists the applicable NARA provided documentation that the Lockheed Martin Team

utilized in the development of the SyRS.

Document Identifier Standard Title
NAMA-01-F-0031/05-020
October 17, 2005 Electronic Records Archives Requirements Document (RD)
V3.1
ERA RQM, August 27, 2003 NARA ERA Requirements Management Plan
NAMA-01-F-0031/05-021 Electronic Records Archives Interface Requirements Document
October 17, 2005 (IRD)
V1.1

1.4.1.2 Standards
The following table lists the applicable industry standards that the Lockheed Martin Team utilized in the

development of the SyRS.

Document Identifier Standard Title
ISO/IEC 12207:1995(E) Information Technology — Software Life Cycle Processes
ISO/IEC 15288, 22 July 2002 Systems Engineering — System Life Cycle Processes

CDRL Number: 01 - System Requirements Specification (SyRS)
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1.4.1.3 Lockheed Martin Documents
This SyRS references or is referenced by the following LMTSS management and control document(s):

Document identifier Standard Title
CDRL 11 Security Plan
CDRL L45 System Engineering Management Plan (SEMP})
CDRL L46 Human Factors Specification
CDRL L51 Interface Requirements Specification (IRS)

The SEMP provides the extended references and traceability to the relevant LMTSS Integrated
Engineering Processes and Sub-processes, and as such they are not repeated here.

1.5 ERA ARCHITECTURAL OVERVIEW

NARA is responsible to the American people as the custodian of a diverse and ever expanding array of
evidence of the American culture and heritage, and of the actions taken by public servants on behalf of
the American citizens. The core mission of NARA is that this essential evidence must be identified,
preserved, and made available to the appropriate individuals for as long as these authentic records are
required—regardless of their original form (physical and electronic).

The creation and use of an unprecedented and increasing volume of Federal electronic records—in a
wide variety of formats, using evolving technologies—poses the fundamental problem that the ERA
System must solve. The ERA System will be a comprehensive, systematic, and dynamic means for
preserving virtually any kind of electronic record, free from dependence on any specific hardware or
software. The ERA System, when operational, will simplify the means and mechanisms for NARA and
NARA's customers to preserve and retrieve the appropriate records while not putting an undue burden
on the Federal Agencies or any other consumer or producer of electronic records,

In essence NARA's vision is that the ERA System will,

Authentically preserve and provide access to any kind of electronic record, free from
dependency on any specific hardware or software, enabling NARA to carry out its mission now

and into the future;

Address the needs of a large, diverse stakeholder community, while accommodating rapidly
changing technology;

Be flexible, scaleable, and extensible to accommodate the ever changing policy, functionality,
and technology infusion that will be required of such a system; and

Have the capability to be either partially or fully deployed at locations across the United States,
such as the National Archives in the Washington area and regional sites, the Presidential
Libraries and the Federal Record Centers.

CDRL Number: 01 - System Requirements Specification (SyRS)
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The following sections briefly introduce the ERA system level functional architecture, the physical ERA
architecture, and the user classes and operational aspects of the ERA System to provide a baseline

context of the ERA System.

1.5.1 ERA Service Oriented Architecture
The ERA System is being implemented using a Service Oriented Architecture (SOA) approach. In a
SOA, business functionality is delivered by a set of loosely-coupled services that communicate via
request/response interfaces or by message passing. A mediation layer in the architecture provides the
communications to the services within an ERA Instance. This mediation layer also communicates
across ERA Instances (within the same classification level) to other mediation layers for federated
operations. Business processes are implemented as a composition of services through workflow
orchestrations and can evolve as policy changes. Key features of a Service Oriented Architecture
include:

Business functionality that is encapsulated in independent services, which provide a single

business function.

Access to infrastructure applications for data is mediated by an integration layer within the
architecture.

Business processes are orchestrated through workflow in the mediation layer to create a
composite application.
The SOA approach for the ERA System ensures loose-coupling of services and processes to enable

an evolvable, scalable, and extensible ERA solution. The internal implementation of each service can
be modified as user load grows, as new requirements emerge, or as technology changes, without

affecting the remainder of the ERA solution.

2. METHODOLOGY

2,1 System Development Life Cycle

The Lockheed Martin Team's methodology for meeting the ERA objectives is based upon a
combination of proven processes for accomplishing the system analysis elements of an overall system
development life cycle. Our experiences on a variety of programs of this magnitude have
demonstrated the success of this approach for both COTS—integration-based and custom-developed

solutions.

The production of the SyRS is one critical element within this overall approach. The requirements in the
SyRS represent the analysis results reflecting many inputs, including but not limited to: NARA
documentation such as the Requirements Document (RD), technical exchanges with NARA and its
stakeholders, and development of operational scenarios. The development of the ERA Systems
Concept of Operations document occurred concurrently with the development of the Lockheed Martin
Team's SyRS. This section discusses the integrated engineering methodology utilized and the

documentation conventions employed.

2.1.1 Integrated Engineering Methodology
Lockheed Martin conducted three integrated engineering activities simultaneously:

CDRL Number: 01 - System Requirements Specification (SyRS)
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o Developing the Lockheed Martin Team’s SyRS, which expands upon the ERA RD; f ‘

o Developing key operational scenarios for the Lockheed Martin Team's System Concept of
Operations (ConOps), which provide a decomposed functional architecture for key activities

within the system; and
o Confirming our understanding of the requirements with NARA.

These three activities reinforced one another. Developing the operational scenarios supported the
investigation of how key functions in the system fit together, and how the requirements map to those

functions. The operational scenarios enabled our Team to:
o Document interactions between actors and the ERA System segments;
o Document a high-level functional design and processing flow, including inputs and outputs;

o Allocate requirements to atomic functions (functions that can be allocated entirely to a single
increment), which revealed missing requirements and areas requiring further decomposition;

and

o Provide a basis to cleanly allocate atomic functions and their allocated requirements to
deployment increments.

In an iterative cycle between requirements analysis and scenario development, the operational

scenarios guided the requirements writing and expansion, and the requirements drove the operational
scenarios. Requirements were traced to functions to discover missing functions, and functions were

traced to requirements to discover missing requirements. The process of developing the atomic .
functions has increased our understanding of the system's requirements, providing a better context for C f

writing the SyRS "shall" statements.

The following sources have been utilized for developing our requirements document:
o ERA Requirements Document;

NARA ERA Concept of Operations;

NARA ERA Use Case Document; _

NARA Business Process Re-engineering flows;

ERA PMO and NARA SME's domain knowledge.

Lockheed Martin Team's domain knowledge;

Lockheed Martin Team's engineering knowledge.

0O O 0O O 0o o

2.2 Requirements Analysis & Expansion

The starting point of our requirements analysis was based upon replication of the RD provided
requirements set into a parallel requirement set. The weeklong working sessions with the PMO early in
the effort facilitated a clear understanding of the PMO's intent that the original ERA RD was developed
to minimize any implementation specificity. The RD clearly provides a well developed description of
system behaviors that could remain unaltered for the "life of the republic." However, it was also
understood that the responsible development contractor needed to rework and expand these

CDRL Number: 01 - System Requirements Specification (SyRS) e
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requirements to address the nearer term operational objectives of successfully deploying an ERA
solution. At the same time, the specification development effort needed to preserve the ability of the
specification to remain implementation neutral and position the document to support long-term
maintenance of the ERA system. This included emphasis to ensure that "shall" statements described
system behavior rather than detailed implementation. This technique is a hallmark of the IEEE
software standards approach to development or requirements specifications.

Our early efforts included development of interpretation statements and engineering notes to capture
the Integrated Product Teams’ understanding of each "shall" statement. Then the effort focused upon
developing operational scenarios based upon a variety of Government furnished information.
Additional specialized topic-focused working sessions were facilitated by the PMO to extend our
understanding and interpretations of the RD. Significant contributions were also received from various
and numerous archival SMEs in attendance at these technical working sessions.

Our team set out with several goals in the initial requirements analysis. Among these goals were the
standard maxims of requirements evaluation, to establish and maintain a set of statements of system
behavior assuring that each requirement is complete, concise, consistent, unambiguous, non-
compound, and testable. Through our assessments, we established where it was necessary to expand
the system behavior descriptions to fully capture the Government's objectives while properly bounding

the problem for testability.

The requirements generated during this phase of the program establiish the functionality of the ERA
system and are a direct input into the system design effort. Each SyRS requirement will be traced to
design elements and eventually specific hardware and software products to ensure that the system
provides the complete set of capability specified in the SyRS. These requirements will also be initially
allocated to increments such that ERA can be deployed in a low risk model such that incremental
functionality can be exercised. The system design phase initiates the process of allocating the
requirements to design elements in a manner that will achieve the desired system characteristics of the
highly available, flexible, scalable, evolvable Service Oriented Architecture and design.

2.2.1 Numbering

The Lockheed Martin requirements were numbered using the scheme to that is used by the PMO in
the ERA RD. The Lockheed Martin SyRS requirements all have prefix letter code of "ERA" followed by
a hierarchical number sequence. The levels of the hierarchy are delimited by periods in the numbering
sequence. Levels are indicated from left to right, highest level being on the left. Requirement numbers
that share a common set of delimited values, as read from left to right, are part of the same
hierarchical branch, e.g. ERA2.2.3 and ERA2.2.6.4 have a common internal traceability to ERA2.2.

To facilitate comprehension through the PMO review process, several decisions were made with
respect to how to maintain the numbering schema while simultaneously allowing expansion of the initial
set. First, each RD ERA requirement is duplicated and is identically numbered in the SyRS. However,
to achieve the previously stated goals, selected requirements needed to be restated. In order to keep
the one to one (NARA RD to LM SyRS) numbering plan consistent, expansion requirements at a peer
level that logically might have been collocated instead are assigned numbering sequences that would
not otherwise violate or interfere with the original ERA RD numbering patterns. This was achieved by
extending the numbering at the last of a sequence at a given level within the bounds of the parent-child
hierarchical structure. For example, if ERA1.2 needed a new peer, and the original sequence already
carried through to ERA1.11, then ERA1.12 would be next available peer number assigned.

CDRL Number: 01 - System Requirements Specification (SyRS)
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A second decision was made that our team would not create any expansion requirements that served
primarily or solely as a placeholder "parent" requirement. A placeholder parent is fully satisfied when
the "children" requirements are validated and the parent requirement has no additional unique
functionality of its own. A typical example of this is a parent requirement to "manage" a selected
activity, with child requirements that provide for the "create," "read," "update," and "delete" (CRUD)
functionality associated with managing said activity. In this example the CRUD requirements would be
expanded at the same hierarchical level that their "manage"” parent might have been created.

2.2.2 Traceability to the ERA RD

There is a mapping between every ERA RD requirement and a similarly numbered LM SyRS
requirement. In the appendices, there are two separate tables that provide the traceability between the
two requirements sets. Appendix 20. SyRS to ERA RD Traceability Table provides a linkage for each
of the LM SyRS requirements to its corresponding ERA RD requirement, in the order of the LM SyRS
requirements. Appendix 30. ERA RD to SyRS Traceability Table provides the reverse traceability, the
linkage for ERA requirements to their corresponding LM SyRS requirements in the order of the ERA

RD requirements.

The methodology for documenting traceability for the expansion of the LM requirements was
straightforward, based upon the requirements expansion methodology detailed above. The selection
of this expansion methodology included this premise for traceability up front, helping to enforce the
proper placement of expansion requirements under the appropriate parent requirement.

SyRS children requirements that do not correspond directly to an ERA child requirement are traced to
the ERA RD parent requirement.

2.3 Conventions C‘

Throughout the requirements analysis and expansion process, our team established several
conventions. It was imperative to address how we could describe system behavior in an appropriate
context that would conform to the approach that is present in the Government's initial documentation
efforts, while also providing the necessary consistency and architectural attributes to support the
subsequent design effort. The following subsections document the usage of select terminology and
other assumptions with respect to how the language in the requirements was developed, and how it

should be interpreted.

2.3.1 Assumptions

From the earliest analyses of the RD in draft through to the final RFP version, the Government
established a set of requirements statements that could individually stand alone and provide a
necessary basic set of functional elements as building blocks. However, the structure of the SyRS
does not readily facilitate the identification of strong relationships between requirements in different
sections of the document. This poses risks to long-term maintenance of the system by inhibiting the
ability to identify the full impact of a desired change to system behavior at some time in the future.

A basic example would be that one could take a number of operational execution requirements and
create a corresponding set of security requirements describing just that operation. While this might
provide an exacting level of detail and a great number of requirements expansions, it also would likely
result in a solution that has a limited ability to provide a "policy neutral" or "implementation neutral" set

of services.
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C. During the design phase that follows, the strong relationships that were identified in the requirements
analysis efforts will be captured in the Requirements Management Tool. This data will support multiple

efforts including providing improved accuracy in test planning and improved impact analysis during
design production.

Another typical element of the design process documentation is the allocation of requirements to
specific hardware, software, and/or operations elements, as well as to increments. To provide
reviewers additional insight into the presented requirements, each statement is allocated to one or
more of these generic elements. The rule of thumb to provide these assessments was to assert the
singular primary allocation based on the predominant assignment of the functionality. This assumption
recognizes that very little of the system functionality could be achieved with only hardware, only
software, or only operations, to the complete exclusion of one or both of the others. Therefore, the
requirement was allocated based upon the predominance of the entity supporting the functionality.

This SyRS also provides allocation of requirements to increments. As represented here, these
allocations represent a framework describing the availability of system functionality over time. "Shall"
statements allocated to increments will be fully testable at the system level for the identified increment.
It is assumed that regression testing for later increments will address updates to detailed
implementation of system behaviors sold off at an earlier increment. For instance, while the
functionality to identify failures may be allocated to Increment 1, the functionality to identify failures for
new system elements introduced in Increment 2 will be addressed through Increment 2 regression test
analysis of the Increment 1 test cases. The requirements analysis process to establish these
allocations included many factors. Among these variables, we evaluated the feasibility and expected
availability of technology, the Government'’s notional descriptions in the Target Release Paper (TAR),
~. and initial plans that form the basis for our design process for ERA. The allocations to increment

C mapping in this SyRS will strongly influence the detailed design, as it will be documented in the SADD.
However, it is expected that design analysis and information regarding the Government’s transition
approach may influence the allocation of system behavior to increments. This may involve further
decomposition of some existing "shall" statements based upon the results of the system design
process. It is anticipated that changes to increment allocations could vary as much as 20% between
the initial delivery of the SyRS in support of the SRR and the final delivery of the SyRS in support of

SDR.

The meaning of all of the verification method codes and definitions referenced in the SyRS are
provided in Section 2.4 below. Our Team made a set of basic assumptions with respect to the
allocation of these methods. Integral to the notion that a parent requirement is achieved through its
children, the accounting of the increment allocations of 'NV' parent requirements have been assigned
to the latest increment of any of its children. The system design process generates a more detailed
understanding of the implementation of the function, which may result in changes to the test methods

identified in this version of the document.
Shall statements that reference interfaces with systems external to ERA indicate that the associated :

system behavior will be performed consistent with the final interface requirements through the use of
the phrase “in accordance with the interface requirement specification”.

2.3.2 Terminology

Providing for consistent terminology usage within requirements is paramount to assuring consistency
and reducing ambiguity. Using the Government-provided RD Glossary as the initial baseline, our team
continued to refine, identify, and develop terminology and usage rules for language in the requirement
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.

statements. The Glossary in the SyRS appendix captures the resulting agreements to language
definitions of terminology used in the accompanying requirements statements. Definitions alone do not
always convey the proper context for understanding the language in the requirements statements. To
assist in the SyRS review, the following terminology discussion provides the necessary context for

several important terms.

The structure of each of the requirement statements follows a basic approach, the same used by the
Government in the ERA RD. Each statement begins with "The system shall..." followed by a
description of a system behavior (or system characteristic). The phrase "... provide the capability to..."
is intentionally placed between the "shall" and the specified behavior in a significant number of these
statements. When present, this phrase implies only that the referenced behavior must be available
within the system, but not that the behavior is compulsory. Requirements with “... provide the
capability to..." are typically descriptions of alternatives in processing steps, behaviors that are
discretionary based upon rules or input by an actor upon the system, or events/services that occur only

when triggered.

Actors within the system can be either users or other external systems. Following the Government's
approach in the RD, our assumption is that a reference to a user as an actor for a system behavior

implies establishing appropriate authorization(s) for that user prior to access to the behavior. The
requirements detailing user (and system) authorization are strongly related to any description of

system behavior. By this terminology assumption, it is therefore redundant to refer to a user as an

actor being an "authorized" user, and use of this modifier has been avoided. In addition, our Team has
chosen to avoid requirements expansions solely for the enumeration of multiple authorized actor types
implementing like behavior. This also supports the approach of developing a "policy neutral”

implementation to user authorizations across available system services. (

The assumption that the system can be a valid actor or initiator of a function or service also provided
for another challenging language construct. Again, following the Government's example, our Team
continued to use the reference "itself" to indicate that the system was not only the enabler of a
described behavior, but also that it could be acting the role of an external entity, or even as a surrogate

for a human user.

Two terms were given particular focus as candidates for equivalence. The first term, "check," was
generally replaced with the term "verify" in expansion statements. The second term addressed was
"remove," which was most often replaced in expansion statements with "delete," and alternatively
"destroy" or "expunge" as appropriate to the nature of the behavior being defined. In the remaining
cases, “remove" was deemed the most appropriate term, and no change was implemented.

The words “any” and “all” were avoided in the majority of cases to improve the overall testability of the
specified "shall" statement. For a given function, it can be assumed that it applies to all cases unless
specific exceptions and conditions are granted within the specified "shall" statement. The inclusion of
the word “all” typically drives the development of unbounded test cases. The term “any” can be
interpreted to define either a test case of only one or an unbounded test case.

2.4 Verification Methodology

This section defines the methodology used to verify adherence of the system to specified
requirements. A verification method is assigned to each requirement in multiple sections of this
document. The following subsections provide descriptions of these methods and the letter codes by

which each is referenced.
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The Lockheed Martin Team's overall test methodology is detailed independently in the Master Test
Plan. Mapping of the requirements to test cases will occur with the creation of the Verification Cross

Reference Matrix (VCRM), independent of this delivery of the SyRS.

2.4.1 Inspection (l)

Inspection (1) is verification by performing all of the following without relying on analysis techniques:
« Visual examination of the item under test (such as display, cables, and processors)

* Reviewing descriptive documentation (such as CDRLs, vendor data, and engineering drawings)

« Comparing the appropriate characteristics with a predetermined or reference standard (such as
Government Standards, other Standards, and SOW)

This inspection will determine conformance to requirements without the use of special laboratory
equipment, procedures or manipulation of collected data.

2.4.2 Analysis (A)

Analysis (A) is verification by one or more of the following techniques (analysis does not necessarily
require that the item subject to verification be present):

* Technical Evaluation

* Mathematical Evaluation

* Simulation.

This method of analysis will use whatever is necessary from the following Analysis Techniques to prove
that an item meets specified requirements:

* Mathematical representation (such as math models, algorithms, and equations)

* Charts

* Graphs

* Circuit diagrams

* Data reduction/recording

* Representative data

Representative data may include data collected from previous verifications or other equipment and
system verifications.

2.4.3 Demonstration (D)

Demonstration (D) is verification by operation of the item in performing its design functions under a
specific set of conditions. The item may be instrumented and quantitative performance may be
monitored and recorded for post run error evaluation and/or independent Government review. Analysis

(as described above) is not required for verification by demonstration.

Criteria for satisfactory demonstration will be indicated; these may be based upon satisfactory limits of
performance.
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2.4.4 Test(T)

Test (T) is verification through systematic exercising of the item under all appropriate conditions, with
instrumentation and data collection, analysis and evaluation of quantitative data for predetermined
characteristics. Acceptability of the item is determined by the comparison of the data with the pre-
established quantitative criteria, requirements and occurrences.

2.45 Not Verified (NV)

The selection of Not Verified (NV) as the verification method implies that verification will be achieved
independently of the referenced requirement statement. The primary example is when a particular
requirement statement has a set of child requirements that once verified separately will provide
sufficient evidence that the parent requirement has been met.
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3. REQUIREMENTS

The following subsections are allocated to the same heading descriptors and major numbering
sequences as presented in the ERA RD. Each requirement line is present with several attributes
embedded parenthetically after the occurrence of the "shall" in the statement. The attributes are to be

interpreted as indicated in the following example:
o The system shall (Requirement ID)(Verification Method) perform the desired behavior

Allocations to increment, element (Hardware / Software / Operations), and reverse traceability can be
located in the tables provided in the appendices to this SyRS.

3.1 RECORDS MANAGEMENT (ERA1-ERAG6)

The system shall (ERA1)(D) manage the disposition of records

The system shall (ERA1.1)(D) provide the capability to manage disposition agreements

The system shall (ERA1.1.1)(D) provide the capability for users to create disposition agreements
The system shall (ERA1.1.1.1)(D) provide the capability for users to create templates for disposition

agreements
The system shall (ERA1.1.1.2)(D) provide the capability for users to create disposition agreements

based on templates
The system shall (ERA1.1.1.3)(D) provide the capability for users to create new disposition agreements
based on existing disposition agreements
The system shall (ERA1.1.1.3.1)(D) provide the capability for users to create new disposition

C7 agreements based on proposed disposition agreements
The system shall (ERA1.1.1.3.2)(D) provide the capability for users to create new disposition
agreements based on default disposition agreements
The system shall (ERA1.1.1.3.3)(D) provide the capability for users to create new disposition
agreements based on approved disposition agreements
The system shall (ERA1.1.1.4)(D) create suggested dispositions based on a series of questions
answered by the user
The system shall (ERA1.1.1.4.1)(D) recommend a workflow for records based on their suggested
disposition
The system shall (ERA1.1.1.4.2)(D) indicate the level of confidence in the suggested disposition to the

user
The system shall (ERA1.1.1.4.3)(D) indicate to the user the level of confidence that the suggested

workflow is appropriate
The system shall (ERA1.1.1.4.3.1)(D) provide the capability for a user to override the suggested

disposition instruction
The system shall (ERA1.1.1.4.3.2)(D) provide the capability for a user to select an alternate workflow

for records within a disposition agreement
The system shall (ERA1.1.1.4.4)(D) create suggested dispositions based on user responses to system

generated questions

The system shall (ERA1.1.2)(D) store disposition agreements

The system shall (ERA1.1.2.1)(D) assign a unique identifier to each disposition agreement

The system shall (ERA1.1.2.1.1)(D) assign a constant unique identifier to each version of a disposition

agreement
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The system shall (ERA1.1.3)(D) provide the capability for users to assign a status to a disposition
agreement

The system shall (ERA1.1.3.1)(D) report on the status of a disposition agreement upon request
The system shall (ERA1.1.3.2)(D) provide the capability for users to define rules for transitioning
between disposition agreement statuses

The system shall (ERA1.1.3.3)(T) track the status of disposition agreements

The system shall (ERA1.1.3.4)(D) provide the capability to notify users on changes to a disposition

agreement's status
The system shall (ERA1.1.3.5)(T) implement user defined rules for transitioning between disposition

statuses
The system shall (ERA1.1.3.6)(D) provide the capability for users to identify disposition agreements

with a status of defunct
The system shall (ERA1.1.3.6.1)(D) provide the capability for users to hide defunct disposition

agreements from view
The system shall (ERA1.1.3.6.2)(D) provide the capability for users to view defunct disposition

agreements
The system shall (ERA1.1.4)(D) provide the capability for users to modify disposition agreements
The system shall (ERA1.1.4.1)(T) provide the capability for users to delete disposition agreements
The system shall (ERA1.1.5)(D) manage versioning of disposition agreements
The system shall (ERA1.1.5.1)(D) maintain the version history of a disposition agreement
The system shall (ERA1.1.5.2)(D) provide the capability for a user to create a new version of an
approved disposition agreement to allow it to be modified
The system shall (ERA1.1.5.3)(D) provide the capability for a user to view versions of a disposition
agreement
The system shall (ERA1.1.5.4)(D) provide the capability to modify versions of a disposition agreement
The system shall (ERA1.1.5.5)(D) provide the capability to delete versions of a disposition agreement
The system shall (ERA1.1.6)(T) provide the capability to import disposition agreements
The system shall (ERA1.1.6.1)(T) provide the capability to import approved disposition agreements
The system shall (ERA1.1.6.1.1)(T) provide the capability to import disposition agreements, with a
status of "approved", according to the Interface Requirements Specification \
The system shall (ERA1.1.6.2)(T) provide the capability to import proposed disposition agreements
The system shall (ERA1.1.6.2.1)(T) provide the capability to import disposition agreements, with a
status of "proposed", according to the Interface Requirements Specification

. The system shall (ERA1.1.6.3)(T) provide the capability to import disposition agreements according to
the Interface Requirements Specification
The system shall (ERA1.1.7)(D) provide the capability for users to approve disposition agreements
The system shall (ERA1.1.7.1)(D) provide the capability for users to submit disposition agreements for

approval
The system shall (ERA1.1.7.2)(D) provide the capability for users to assign a status of "approved" to

disposition agreements
The system shall (ERA1.1.7.3)(D) provide the capability for users to assign a status other than

"approved” to disposition agreements
The system shall (ERA1.1.8)(D) provide the capability for disposition agreements to contain disposition

instructions
The system shall (ERA1.1.8.1)(D) provide the capability for disposition agreements to contain

disposition instructions that can be implemented by the system
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The system shall (ERA1.1.8.1.1)(D) provide the capability to execute disposition instructions based on
a defined syntax

The system shall (ERA1.1.8.2)(T) check the disposition instructions contained in disposition
agreements to ensure that they can be implemented by the system

The system shall (ERA1.1.8.2.1)(T) verify the disposition instructions contained in disposition
agreements to determine if they conform to the defined syntax for disposition instructions

The system shall (ERA1.1.8.3)(T) provide the capability for users to specify disposition instructions for

each disposition agreement item
The system shall (ERA1.1.8.4)(D) provide the capability for a user to update disposition instructions

within a disposition agreement
The system shall (ERA1.1.8.5)(D) provide the capability for a user to delete disposition instructions

within a disposition agreement
The system shall (ERA1.1.9)(D) provide the capability for users to define relationships between

disposition agreements
The system shall (ERA1.1.10)(D) provide the capability for users to include records lifecycle data about

records in disposition agreements
The system shall (ERA1.1.11)(D) check disposition agreements against NARA standards
The system shall (ERA1.1.11.1)(T) check disposition agreements for conformance to the appropriate

template
The system shall (ERA1.1.11.1.1)(T) validate disposition agreements for conformance to the

associated templates
The system shall (ERA1.1.11.2)(D) provide the results of checking the disposition agreement to the

user
The system shall (ERA1.1.12)(T) search existing disposition agreements to identify those related to a

proposed disposition agreement
The system shall (ERA1.1.12.1)(T) compare disposition agreements to identify those which cover

similar records

The system shall (ERA1.1.12.1.1)(T) compare disposition agreements to identify those which cover
similar records based on weighted criteria

The system shall (ERA1.1.12.2)(T) compare items in proposed disposition agreements with items in
existing disposition agreements to identify duplications

The system shall (ERA1.1.12.2.1)(T) compare items in proposed disposition agreements with items in
approved disposition agreements to identify potential duplications based on weighted criteria

The system shall (ERA1.1.12.3)(D) display disposition agreements that cover similar records on user

request
The system shall (ERA1.1.12.4)(D) display disposition agreements that contain potentially duplicated

items on user request

The system shall (ERA1.1.13)(D) pre-fill agency information from an agency’s ERA registration into the
disposition agreement when available

The system shall (ERA1.1.13.1)(D) pre-fill available agency information from an agency's ERA
registration into the proposed disposition agreement upon creation of the disposition agreement

The system shall (ERA1.1.13.2)(D) provide the capability for users to update agency information in a
disposition agreements by importing updated agency registration information

The system shall (ERA1.1.14)(D) contain default disposition agreements

The system shall (ERA1.1.14.1)(D) pre-fill proposed disposition agreements with defauit values

The system shall (ERA1.1.14.2)(D) provide the capability for users to identify disposition agreements

as default disposition agreements
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The system shall (ERA1.1.15)(D) capture lifecycle data from disposition agreements
The system shall (ERA1.1.16)(D) provide the capability for users to access disposition agreements in

all stages of the approval process
The system shall (ERA1.1.17)(D) report on whether records are covered by more than one disposition

agreement
The system shall (ERA1.1.17.1)(D) provide the capability to provide a report listing records which are

covered by multiple disposition agreements
The system shall (ERA1.1.18)(D) provide the capability for ERA users to collaborate on disposition

agreements
The system shall (ERA1.1.19)(D) identify modifications of a disposition agreement from another related

disposition agreement
The system shall (ERA1.1.20)(D) identify additions to a disposition agreement from another related

disposition agreement
The system shall (ERA1.1.21)(D) provide the capability to divide a disposition agreement into muitiple

disposition agreements
The system shall (ERA1.1.22)(D) provide the capability to merge multiple disposition agreements into

one disposition agreement
The system shall (ERA1.1.23)(D) provide the capability for a user to assign a priority to a disposition

agreement

The system shall (ERA1.1.24)(D) provide the capability for users to associate supporting electronic
documents to a disposition agreement

The system shall (ERA1.1.25)(D) provide the capability for users to copy disposition agreement items
from one disposition agreement into another disposition agreement

The system shall (ERA1.1.26)(D) provide the capability for users to create a disposition agreement

package
The system shall (ERA1.1.26.1)(D) provide the capability for users to associate assets to a disposition

agreement package
The system shall (ERA1.1.26.2)(D) provide the capability for users to delete assets from a disposition

agreement package

The system shall (ERA1.1.27)(D) provide the capability for a user to include sample records with
disposition agreements

The system shall (ERA1.2)(D) manage requests to transfer records

The system shall (ERA1.2.1)(D) confirm that the transfer is authorized

The system shall (ERA1.2.1.1)(D) store information about the authorization to transfer

The system shail (ERA1.2.1.1.1)(D) include a link to the transfer authorization information in the record

lifecycle data for each transferred record
The system shall (ERA1.2.1.2)(D) confirm that the transfer is covered under an existing disposition

agreement
The system shall (ERA1.2.1.2.1)(D) confirm that the transfer request and transferred records are

covered under an existing disposition agreement

The system shall (ERA1.2.1.3)(D) confirm that the user initiating the transfer is authorized to do so
The system shall (ERA1.2.2)(D) store information about the volume of the transfer

The system shall (ERA1.2.2.1)(D) store information about the size of the transfer

The system shall (ERA1.2.3)(D) store information about the duration of the transfer

The system shall (ERA1.2.4)(D) provide the capability to associate transfers with registered templates
The system shall (ERA1.2.4.1)(D) provide the capability to associate transfers with approved templates
The system shall (ERA1.2.5)(D) provide the capability to disallow the transfer of records

=
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The system shall (ERA1.2.5.1)(D) provide the capability for users to disallow a transfer of records
The system shall (ERA1.2.6)(D) manage requests by transferring entities to transfer records from
transferring entities to ERA

The system shall (ERA1.2.6.1)(D) receive requests by transferring entities to transfer records from
transferring entities to ERA according to the Interface Requirements Specification

The system shall (ERA1.2.7)(D) manage requests by NARA to transfer records from transferring

entities to ERA
The system shall (ERA1.2.7.1)(D) provide the capability for a user to request the transfer of records

from transferring entities to ERA

The system shall (ERA1.2.8)(D) maintain a status of a transfer request

The system shall (ERA1.2.9)(D) provide the capability to track the status of a transfer request
The system shall (ERA1.2.10)(D) provide the capability for the system to disallow a transfer

The system shall (ERA1.3)(D) provide the capability to transfer legal custody of records to NARA
The system shall (ERA1.3.1)(D) provide the capability to obtain formal acceptance of records into

NARA legal custody
The system shall (ERA1.3.1.1)(D) provide the capability to disapprove the acceptance of records into

NARA legal custody
The system shall (ERA1.3.1.2)(D) obtain appropriate authorizations from NARA to accept records into

NARA legal custody
The system shall (ERA1.3.1.2.1)(D) capture authorizations from NARA to accept records into NARA

legal custody
The system shall (ERA1.3.1.3)(D) obtain appropriate authorizations from transferring entities to accept

records into NARA legal custody
The system shall (ERA1.3.1.3.1)(D) capture authorizations from transferring entities to accept records

into NARA legal custody
The system shall (ERA1.3.2)(D) require appropriate authorization prior to the destruction of electronic

records that were appraised as permanent

The system shall (ERA1.3.2.1)(D) provide the capability to require authorization prior to the destruction
of electronic records that were appraised as temporary

The system shall (ERA1.4)(T) provide the capability to export any electronic record from ERA to other

entities
The system shall (ERA1.4.1)(T) provide the capability to export individual electronic records from ERA

to other entities

The system shall (ERA1.4.1.1)(T) provide the capability to export individual electronic records from
ERA to other entities, in accordance with the Interface Requirements Specification

The system shall (ERA1.4.2)(T) provide the capability to export sets of electronic records from ERA to
other entities

The system shall (ERA1.4.2.1)(T) provide the capability to export sets of electronic records from ERA
to other entities, in accordance with the Interface Requirements Specification

The system shall (ERA1.4.3)(T) remove the exported electronic records from ERA

The system shall (ERA1.4.3.1)(T) delete the exported electronic records from ERA upon confirming

success of the export to the other entity
The system shall (ERA1.4.4)(T) provide the capability to export all versions of any electronic record

stored in ERA
The system shall (ERA1.4.4.1)(T) provide the capability to export all versions of an electronic record

stored in ERA, in accordance with the Interface Requirements Specification

CDRL Number: 01 - System Requirements Specification (SyRS)
December 08, 2005 23

LOCKHEED MARW:NZ%




Contract Number: NAMA-04-C-0007

The system shall (ERA1.4.5)(T) preserve the structure of all digital components when electronic

records are exported
The system shall (ERA1.4.5.1)(T) preserve the structure of an electronic record's digital components

when that record is exported
The system shall (ERA1.4.6)(T) preserve the content of all digital components when electronic records

are exported
The system shall (ERA1.4.6.1)(T) preserve the content of an electronic record's digital components

when that record is exported
The system shall (ERA1.4.7)(T) provide the capability to export electronic records with the records’

lifecycle data
The system shall (ERA1.4.7.1)(T) provide the capability to export electronic records without the

records’ lifecycle data

The system shall (ERA1.4.7.1.1)(T) provide the capability to export electronic records without the
records’ lifecycle data, in accordance with the Interface Requirements Specification

The system shall (ERA1.4.7.2)(T) provide the capability to export electronic records with the records’
lifecycle data , in accordance with the Interface Requirements Specification

The system shall (ERA1.4.8)(T) provide the capability to export electronic records with the records’

associated descriptions
The system shall (ERA1.4.8.1)(T) provide the capability to export electronic records without the

records’ associated descriptions

The system shall (ERA1.4.8.1.1)(T) provide the capability to export electronic records without the
records’ associated descriptions, in accordance with the Interface Requirements Specification

The system shall (ERA1.4.8.2)(T) provide the capability to export electronic records with the records’
associated descriptions, in accordance with the Interface Requirements Specification

The system shall (ERA1.5)(T) provide the capability to destroy any electronic record

The system shall (ERA1.5.1)(T) provide the capability to queue electronic records for destruction

based on disposition instructions
The system shall (ERA1.5.1.1)(T) provide the capability to select a date on which to destroy electronic

records based on disposition instructions
The system shall (ERA1.5.2)(T) provide the capability for a user to select electronic records for

destruction
The system shall (ERA1.5.2.1)(T) provide the capability for a user to select a date on which to destroy

electronic records
The system shall (ERA1.5.3)(T) confirm that all required authorizations have been received prior to

destroying electronic records

The system shall (ERA1.5.4)(T) provide the capability to destroy the electronic records lifecycle data
associated with a destroyed electronic record

The system shall (ERA1.5.4.1)(T) provide the capability to destroy electronic records lifecycle data at a
different time as the destruction of the electronic record itself

The system shall (ERA1.5.4.2)(T) provide the capability to destroy electronic records lifecycle data
The system shall (ERA1.5.4.3)(T) provide the capability to destroy the electronic records while
retaining the records' associated lifecycle data

The system shall (ERA1.5.5)(T) destroy electronic records in accordance with Federal guidance

The system shall (ERA1.5.6)(T) provide the capability to destroy all electronic copies of an electronic

record
The system shall (ERA1.5.7)(T) provide the capability to destroy all electronic versions of an electronic

record
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The system shall (ERA1.5.8)(l) certify the destruction of electronic records
The system shall (ERA1.5.8.1)(l) provide documentation to certify the destruction of electronic records

The system shall (ERA1.5.8.1.1)(1l) provide documentation to certify the destruction of electronic

records in accordance with agency standards as defined by NARA
The system shall (ERA1.5.9)(A) destroy electronic records such that the electronic records cannot be

recovered

The system shall (ERA1.5.9.1)(A) provide the capability to destroy electronic records such that the

electronic records cannot be recovered according to the standards defined by the transferring entity '
The system shall (ERA1.5.10)(T) provide the capability to destroy electronic records in accordance with

DOD5220.22-M
The system shall (ERA1.5.11)(A) provide the capability to destroy electronic records in accordance with

agency standards as defined by NARA

The system shall (ERA1.5.12)(D) provide a configurable retention period for records that have been
selected for destruction, wherein the destruction of the records could be averted within the specified
timeframe

The system shall (ERA1.5.12.1)(D) provide a configurable retention period for records that have been
selected for destruction, wherein a user could cancel the destruction of the records within the specified

timeframe
The system shall (ERA1.6)(D) automate the implementation of disposition instructions for electronic

records
The system shall (ERA1.6.1)(D) provide the capability for users to suspend automatic implementation

of any disposition instruction
The system shall (ERA1.6.2)(D) provide the capability for users to resume automatic implementation of

any suspended disposition instruction

The system shall (ERA1.6.3)(D) provide the capability to implement changed disposition instructions
The system shall (ERA1.6.3.1)(D) recognize when a disposition instruction contained in a disposition
agreement has been changed

The system shall (ERA1.6.3.2)(D) identify ail records affected by a changed disposition instruction
The system shall (ERA1.6.3.3)(D) implement a changed disposition instruction against all records

affected by the disposition instruction change
The system shall (ERA1.6.4)(T) provide the capability for a disposition instruction to be executed on a

specified date
The system shall (ERA1.6.4.1)(D) provide the capability for a user to assign a specific date to an event

in a disposition instruction
The system shall (ERA1.6.4.2)(T) use specified event dates to determine when to execute disposition

instructions
The system shall (ERA1.6.5)(T) provide the capability for a disposition instruction to be executed on a

specified event
The system shall (ERA1.6.6)(D) provide the capability for a user to view disposition instructions within a

disposition agreement
The system shall (ERA1.6.7)(D) notify users when disposition instructions contained in disposition

agreements cannot be implemented by the system
The system shall (ERA1.7)(D) provide the capability to project scheduled transfers in accordance with

disposition agreements
The system shall (ERA1.7.1)(D) provide the capability to identify scheduled transfers in accordance

with disposition agreements
The system shall (ERA1.8)(D) provide tools to package records in preparation for transfer to ERA
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The system shall (ERA1.8.1)(D) provide tools for packaging associating transfer agreements,
disposition agreements, and templates with records into a self-describing format for transfer to ERA
The system shall (ERA1.9)(D) provide tools for the transfer of records to ERA

The system shall (ERA1.10)(D) provide the capability to exchange records with records management
applications that comply with DOD-STD 5015.2

The system shall (ERA1.10.1)(D) provide the capability to receive records from records management
applications that comply with DOD-STD 5015.2 according to the Interface Requirements Specification
The system shall (ERA1.10.2)(D) provide the capability to send records to records management
applications that comply with DOD-STD 5015.2 according to the Interface Requirements Specification
The system shall (ERA1.11)(D) provide capabilities for appraisal

The system shall (ERAT.11.1)(D) provide the capability for users to create appraisal reports

The system shall (ERA1.11.1.1)(D) create a new version of an approved appraisal report to allow it to
be modified

The system shall (ERA1.11.2)(D) provide the capability for users to access appraisal reports

The system shall (ERA1.11.2.1)(D) provide the capability to output a version of an appraisal report
The system shall (ERA1.11.2.2)(D) provide the capability to present a version of an appraisal report
The system shall (ERA1.11.3)(D) provide the capability for users to modify appraisal reports

The system shall (ERA1.11.3.1)(D) provide the capability for a user to modify versions of an appraisal
report

The system shall (ERA1.11.4)(D) provide the capability for users to delete appraisal reports

The system shall (ERA1.11.4.1)(D) provide the capability for a user to delete a version of an appraisal

report

The system shall (ERA1.11.5)(D) provide the capability to associate appraisal reports with disposition
agreements -~
The system shall (ERA1.11.5.1)(D) provide the capability to associate appraisal reports with items in ( )

disposition agreements

The system shall (ERA1.11.6)(T) capture lifecycle data from appraisal reports

The system shall (ERA1.11.6.1)(T) extract lifecycle data from appraisal reports

The system shall (ERA1.11.6.2)(T) store lifecycle data extracted from appraisal reports

The system shall (ERA1.11.7)(D) provide the capability to collaborate on appraisal reports

The system shall (ERA1.11.7.1)(D) provide the capability to capture comments on appraisal reports
The system shall (ERA1.11.7.2)(D) provide the capability to access comments on appraisal reports
The system shall (ERA1.11.7.3)(D) provide the capability to update comments on appraisal reports
The system shall (ERA1.11.7.4)(D) provide the capability to delete comments on appraisal reports
The system shall (ERA1.11.7.5)(D) provide the capability to capture responses to comments on

appraisal reports ‘
The system shall (ERA1.11.7.6)(D) provide the capability to access responses to comments on

appraisal reports

The system shall (ERA1.11.7.7)(D) provide the capability to update responses to comments on
appraisal reports

The system shall (ERA1.11.7.8)(D) provide the capability to delete responses to comments on
appraisal reports

The system shall (ERA1.11.8)(D) maintain the version history of an appraisal report

The system shall (ERA1.11.9)(D) assign a constant unique identifier to each version of an appraisal
report

The system shall (ERA1.11.10)(D) provide capabilities to appraise records

The system shall (ERA2)(D) provide workflow management
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The system shall (ERA2.1)(D) invoke its services based on business rules

The system shall (ERA2.1.1)(D) provide the capability to define business rules to the system

The system shall (ERA2.1.2)(D) provide the capability for mandatory approvals as exit criteria for
business processes

The system shall (ERA2.2)(D) provide the capability to manage units of work

The system shall (ERA2.2.1)(D) provide the capability to define units of work

The system shall (ERA2.2.2)(D) provide the capability to assign sets of records to units of work

The system shall (ERA2.2.2.1)(D) provide the capability to modify the assignment of sets of records to

units of work
The system shall (ERA2.2.2.2)(D) provide the capability to delete the assignment of sets of records to

units of work

The system shall (ERA2.2.2.3)(D) provide the capability to rollback changes associated with records
that are deleted from a unit of work

The system shall (ERA2.2.3)(T) provide the capability to queue units of work

The system shall (ERA2.2.4)(D) provide the capability to suspend processing of units of work

The system shall (ERA2.2.5)(D) provide the capability to resume processing of units of work that were
suspended

The system shall (ERA2.2.6)(D) provide the capability to track the status of units of work

The system shall (ERA2.2.7)(D) report on the status of units of work

The system shall (ERA2.2.8)(D) provide the capability to define timeframes for completion of units of
work

The system shall (ERA2.2.9)(D) provide the status of a unit of work at completion

The system shall (ERA2.2.10)(D) provide the capability to update the status of a unit of work

The system shall (ERA2.2.11)(D) provide the capability to cancel processing of units of work

The system shall (ERA2.3)(D) provide the capability to manage workflows

The system shall (ERA2.3.1)(D) provide the capability to create workflows

The system shall (ERA2.3.2)(D) provide the capability to delete workflows

The system shall (ERA2.3.3)(D) provide the capability to integrate forms into workflows

The system shall (ERA2.3.4)(D) provide the capability to modify workflows

The system shall (ERA2.3.5)(D) provide the capability to manage multiple workflows simultaneously
The system shall (ERA2.3.6)(D) enforce sequential completion of workflows

The system shall (ERA2.3.6.1)(D) provide the capability to enforce sequential completion within
workflows

The system shall (ERA2.4)(D) provide the capability for dynamic manipulation of workflows

The system shall (ERA2.4.1)(T) provide the capability to queue workflows

The system shall (ERA2.4.2)(D) provide the capability to suspend workflows

The system shall (ERA2.4.3)(D) provide the capability to resume a suspended workflow

The system shall (ERA2.4.4)(D) provide the capability to cancel a workflow

The system shall (ERA2.4.4.1)(T) provide the capability to rollback changes associated with records
that are in a canceled workflow

The system shall (ERA2.4.5)(T) provide the capability to adjust the priority of a workflow

The system shall (ERA2.4.6)(T) provide the capability to set the priority of a workflow

The system shall (ERA2.5)(T) estimate resource requirements associated with a workflow

The system shall (ERA2.5.1)(T) make estimated resource requirements associated with a workflow
available to other systems

The system shall (ERA2.5.1.1)(T) make estimated resource requirements associated with a workflow
available to other systems in accordance with the Interface Requirements Specification
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The system shall (ERA2.5.2)(T) provide the capability to collect resource metrics for workflows

The system shall (ERAZ2.6)(D) manage online forms

The system shall (ERA2.6.1)(D) provide the capability for users to create online forms

The system shall (ERA2.6.2)(D) provide the capability for users to access online forms

The system shall (ERA2.6.3)(T) check online forms for correctness

The system shall (ERA2.6.3.1)(T) validate that the declared types of the attributes on the oniine form
match the declared types of the associated attributes in the data store

The system shall (ERA2.6.3.2)(T) validate spelling of text on online forms

The system shall (ERA2.6.4)(D) provide the capability for users to update online forms

The system shall (ERA2.6.5)(D) provide the capability for users to delete online forms

The system shall (ERA2.6.6)(D) provide the capability for users to fill out online forms

The system shall (ERA2.6.7)(D) provide the capability for users to approve filled out forms

The system shall (ERA2.6.8)(T) check user supplied data on online forms

The system shall (ERA2.6.8.1)(T) verify user supplied data on online forms for data type

The system shall (ERA2.6.8.2)(T) verify user supplied data on online forms for specified data ranges
The system shall (ERA2.6.8.3)(T) verify user supplied data on online forms against pre-defined
constraints

The system shall (ERA2.6.9)(T) provide the capability for users to submit filled out online forms

The system shall (ERA2.7)(D) provide the capability to notify users about workflow processes

The system shall (ERA2.7.1)(T) provide the capability to associate notifications with workflows

The system shall (ERA2.7.2)(D) provide the capability to change notifications attached to workflows
The system shall (ERA2.7.3)(D) provide the capability to delete notifications attached to workflows
The system shall (ERA2.8)(T) provide the capability to assign tasks to users based on business rules
The system shall (ERA2.8.1)(T) provide the capability to queue tasks

The system shall (ERA2.8.2)(D) provide the capability for users to view queues of tasks

The system shall (ERA2.8.3)(D) provide the capability for users to select tasks from queues of work

assigned to them
The system shall (ERA2.8.4)(T) provide the capability for a user to move a task from one queue to

another queue

The system shall (ERA2.8.5)(T) provide the capability for escalation at workflow steps

The system shall (ERA2.9)(T) provide the capability to prioritize any queue

The system shall (ERA2.9.1)(T) provide the capability to prioritize one queue over another queue
The system shall (ERA2.9.2)(T) provide the capability to prioritize objects within a queue

The system shall (ERA2.10)(D) manage FOIA requests

The system shall (ERA2.10.1)(D) provide the capability for a user to create a FOIA request

The system shall (ERA2.10.1.1)(D) assign a constant unique identifier for each FOIA request
The system shail (ERA2.10.1.2)(D) provide the capability to queue FOIA requests

The system shall (ERA2.10.2)(D) provide the capability for a user to update a FOIA request

The system shall (ERA2.10.3)(D) provide the capability for a user to delete a FOIA request

The system shall (ERA2.10.4)(D) provide the capability for a user to view a FOIA request

The system shall (ERA2.10.5)(D) provide the capability for a user to enter a FOIA Review
Determination

The system shall (ERA2.10.6)(D) provide the capability to acknowledge FOIA requests

The system shall (ERA2.10.7)(D) provide the capability to assign the status of a FOIA request
The system shall (ERA2.10.8)(D) provide the capability for a user to initiate an Access Review process
on assets retrieved for a FOIA request

The system shall (ERA2.10.9)(D) generate reports on the status of FOIA requests
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The system shall (ERA2.10.10)(D) generate reports on the disposition of FOIA requests

The system shall (ERA2.10.11)(D) provide the capability to track the status of FOIA appeals

The system shall (ERA2.10.12)(D) provide the capability to validate FOIA requests

The system shall (ERA2.10.13)(D) monitor the aging of FOIA requests.

The system shall (ERA2.10.14)(D) report aged FOIA requests

The system shall (ERA2.11)(D) manage Privacy Act requests

The system shall (ERA2.11.1)(D) provide the capability for a user to create a Privacy Act request
The system shall (ERA2.11.1.1)(D) assign a constant unique identifier for each Privacy Act request
The system shall (ERA2.11.2)(D) provide the capability for a user to view a Privacy Act request

The system shall (ERA2.11.3)(D) provide the capability for a user to update a Privacy Act request
The system shall (ERA2.11.4)(D) provide the capability for a user to delete a Privacy Act request
The system shall (ERA2.11.5)(D) provide the capability to queue Privacy Act requests

The system shall (ERA2.11.6)(D) provide the capability to assign the status of a Privacy Act request
The system shall (ERA2.11.7)(D) provide the capability to validate Privacy Act requests

The system shall (ERA2.11.8)(D) provide the capability to capture disclosure information relating to a
Privacy Act request

The system shall (ERA2.11.9)(D) record Privacy Act appeal requests

The system shall (ERA2.11.10)(D) provide the capability to capture amendment information relating to
a Privacy Act request

The system shall (ERA2.11.11)(D) monitor the aging of Privacy Act Requests

The system shall (ERA2.11.12)(D) provide the capability for a user to initiate an Access Review
process on assets retrieved for a Privacy Act request

The system shall (ERA2.11.13)(D) report aged Privacy Act requests

The system shall (ERA2.11.14)(D) provide the capability to acknowledge Privacy Act requests

The system shall (ERA3)(D) provide the capability for descriptions

The system shall (ERA3.1)(D) provide the capability for description of records at multiple levels

The system shall (ERA3.1.1)(D) provide the capability for users to describe sets of records

The system shall (ERA3.1.1.1)(D) provide the capability to describe collections

The system shall (ERA3.1.1.2)(D) provide the capability to describe record groups

The system shall (ERA3.1.1.3)(D) provide the capability to describe series

The system shall (ERA3.1.1.4)(D) provide the capability to describe file units

The system shall (ERA3.1.1.5)(A) provide the capability to describe any set of records defined by
NARA

The system shall (ERA3.1.2)(D) provide the capability for item level descriptions

The system shall (ERA3.2)(D) provide the capability for hierarchical descriptions

The system shall (ERA3.2.1)(D) provide the capability for hierarchical descriptions of sets of records
The system shall (ERA3.2.2)(D) provide the capability for hierarchical descriptions of organizations
The system shall (ERA3.2.3)(D) provide the capability for users to define new hierarchical description

levels
The system shall (ERA3.2.4)(D) impose no practical limit on the number of hierarchical description

levels that may be defined

The system shall (ERA3.2.4.1)(D) support at least one hundred hierarchical description levels
The system shall (ERA3.2.5)(D) provide the capability to define hierarchical relationships for
descriptions

The system shall (ERA3.3)(D) provide the capability to create descriptions for all records

The system shall (ERA3.3.1)(D) provide the capability to create descriptions by users

The system shall (ERA3.3.1.1)(D) provide the capability to create new descriptions by users
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The system shall (ERA3.3.1.2)(D) provide the capability for users to modify existing descriptions to

create new descriptions

The system shall (ERA3.3.1.2.1)(D) provide the capability for users to create new versions of existing
descriptions to be able to modify the descriptions

The system shall (ERA3.3.1.3)(D) provide users with all previously collected records lifecycle data
regarding the records to support creation of descriptions

The system shall (ERA3.3.2)(D) generate descriptions using information gathered throughout the
records lifecycle

The system shall (ERA3.3.2.1)(D) provide the capability for users to select whether or not to have the
system create system generated descriptions

The system shall (ERA3.3.2.2)(D) provide the capability for users to select the hierarchical level of

system generated descriptions
The system shall (ERA3.3.2.3)(D) provide the capability to integrate information provided by approved

sources into system generated descriptions

The system shall (ERA3.3.2.4)(D) provide the capability to integrate information provided by other
functions of ERA into system generated descriptions

The system shall (ERA3.3.2.5)(D) check the quality of system generated descriptions against NARA-
defined standards

The system shall (ERA3.3.2.5.1)(D) use a grammar for verifying the quality of descriptions

The system shall (ERA3.3.2.5.2)(D) provide the capability to implement rules that conform to the
grammar for verifying the quality of descriptions

The system shall (ERA3.4)(D) provide the capability to link descriptions at all levels with the assets

they describe

The system shall (ERA3.4.1)(D) provide the capability to link descriptions at a hierarchical ievel with the
assets they describe (\

The system shall (ERA3.5)(D) provide the capability to import previously created descriptions from
other systems

The system shall (ERA3.5.1)(D) provide the capability for users to select from which systems to import
The system shall (ERA3.5.2)(D) provide the capability to accept an imported description

The system shall (ERA3.5.3)(D) delete all versions of a rejected imported description

The system shall (ERA3.5.4)(D) provide the capability to import descriptions from other systems, in
accordance with the Interface Requirements Specification

The system shall (ERA3.6)(D) provide the capability to export descriptions

The system shall (ERA3.6.1)(D) provide the capability to output descriptions according to the Interface
Requirements Specification

The system shall (ERA3.6.2)(D) provide the capability to export descnptlons according to the Interface
Requirements Specification

The system shall (ERA3.7)(D) provide the capability to update descriptions

The system shall (ERA3.7.1)(D) provide capability for users to update descriptions

The system shall (ERA3.7.1.1)(D) provide capability for users to modify versions of a description

The system shall (ERA3.7.2)(D) update set-level descriptions in response to accretions of additional
records to a set

The system shall (ERA3.7.3)(D) provide the capability to report the records affected when updating a
description

The system shall (ERA3.8)(D) provide the capability to approve descriptions

The system shall (ERA3.9)(D) provide the capability to manage versioning of descriptions

The system shall (ERA3.9.1)(D) maintain the version history of a description
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The system shall (ERA3.9.2)(D) provide the capability for users to create a new version of an approved
description to allow it to be modified

The system shall (ERA3.9.3)(D) provide the capability for a user to view versions of a description

The system shall (ERA3.10)(D) provide the capability to assign a status to descriptions to indicate
where the description is in the approval process

The system shall (ERA3.11)(D) provide the capability to delete descriptions

The system shall (ERA3.11.1)(D) provide the capability to delete any version of a description

The system shall (ERA3.12)(D) provide the capability to associate related materials with descriptions
The system shall (ERA3.12.1)(D) provide the capability to link to related resources from within

descriptions
The system shall (ERA3.13)(D) accept description information about records provided in electronic

forms

The system shall (ERA3.14)(D) provide the capability to include notes fields in descriptions

The system shall (ERA3.14.1)(D) provide the capability for a user to create notes on descriptions
The system shall (ERA3.14.2)(D) provide the capability for a user to view notes on descriptions
The system shall (ERA3.14.3)(D) provide the capability for a user to modify notes on descriptions
The system shall (ERA3.14.4)(D) provide the capability for a user to delete notes on descriptions
The system shall (ERA3.14.5)(D) provide the capability to capture notes on descriptions

The system shall (ERA3.15)(D) provide the capability to describe things other than records

The system shall (ERA3.15.1)(D) provide the capability to describe user defined things

The system shall (ERA3.15.2)(D) provide the capability for users to define things to be described
The system shall (ERA3.16)(D) provide the capability to annotate records

The system shall (ERA3.16.1)(D) provide the capability for a user to create record annotations
The system shall (ERA3.16.2)(D) provide the capability for a user to view record annotations

The system shall (ERA3.16.3)(D) provide the capability for a user to modify record annotations
The system shall (ERA3.16.4)(D) provide the capability for a user to delete record annotations
The system shall (ERA3.17)(D) provide the capability to collaborate on descriptions

The system shall (ERA3.18)(D) assign a constant unique identifier to each version of a description
The system shall (ERA3.19)(D) provide the capability to create descriptions with access restrictions
that are different from the access restrictions of the assets being described

The system shall (ERA4)(D) manage authority sources

The system shall (ERA4.1)(D) provide the capability to create authority sources within ERA

The system shall (ERA4.2)(D) provide the capability to access authority sources

The system shall (ERA4.2.1)(D) provide the capability to output authority sources

The system shall (ERA4.2.2)(D) provide the capability to present authority sources

The system shall (ERA4.3)(D) provide the capability to delete authority sources

The system shall (ERA4.4)(D) provide the capability to update authority sources

The system shall (ERA4.5)(D) provide the capability to link to authority sources

The system shall (ERA4.6)(D) provide the capability to import authority sources

The system shall (ERA4.6.1)(D) provide the capability for users to review results from importing
authority sources

The system shall (ERA4.6.2)(D) provide the capability for a user to accept imported authority sources
The system shall (ERA4.6.3)(D) provide the capability for a user to reject imported authority sources
The system shall (ERA4.6.4)(D) provide the capability to import authority sources according to the
Interface Requirements Specification

The system shall (ERA4.7)(D) provide the capability to use authority sources
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The system shall (ERA4.7.1)(D) provide the capability to use authority sources during creation of
descriptions

The system shall (ERA4.7.2)(D) provide the capability to use authority sources during searches

The system shall (ERA4.7.3)(D) provide the capability to link to authority sources during creation of
descriptions

The system shall (ERA4.7.4)(D) provide the capability to update authority sources in linked
descriptions when the authority source changes

The system shall (ERA4.8)(D) manage complex thesauri

The system shall (ERA4.9)(D) provide the capability to combine authority sources

The system shall (ERA4.10)(T) impose no practical limit on the number of authority sources

The system shall (ERA4.10.1)(T) support at least ten thousand authority sources

The system shall (ERA4.11)(D) provide the capability for ERA users to collaborate on authority sources
The system shall (ERA4.12)(D) maintain the version history of an authority source

The system shall (ERA4.12.1)(D) provide the capability for a user to view authority source versions
The system shall (ERA4.12.2)(D) provide the capability for a user to modify authority source versions
The system shall (ERA4.12.3)(D) provide the capability for a user to delete authority source versions
The system shall (ERA4.13)(D) create a new version of an authority source to allow it to be modified
The system shall (ERA4.14)(D) assign a constant unique identifier to each version of an authority
source

The system shall (ERA5)(T) provide the capability to manage records lifecycle data

The system shall (ERA5.1)(T) impose no practical restriction on the number of records lifecycle data
elements allowed for each record managed by the system

The system shall (ERA5.1.1)(T) support at least three thousand lifecycle data elements for each record
managed by the system -
The system shall (ERA5.2)(D) impose no practical restriction on the number of records lifecycle data (
elements allowed for each record set managed by the system

The system shall (ERA5.2.1)(D) support at least three thousand lifecycle data elements per record for

each record set managed by the system
The system shall (ERA5.3)(D) provide the capability to define sets of records lifecycle data elements

for sets of electronic records

The system shall (ERA5.4)(D) extract records lifecycle data elements from electronic records

The system shall (ERA5.5)(D) extract records lifecycle data elements from templates

The system shall (ERA5.5.1)(D) extract records lifecycle data elements from Lifecycle Document
Templates

The system shall (ERA5.6)(D) extract records lifecycle data elements from disposition agreements
The system shall (ERAS.7)(D) provide the capability to define representation information for electronic
records

The system shall (ERA5.7.1)(D) provide the capability for the user to define representation information
for electronic records in Archival Metadata Templates

The system shall (ERA5.8)(D) provide the capability to check that electronic records correspond to
their defined representation information

The system shall (ERAB)(D) provide capabilities for sample records

The system shall (ERAB.1)(D) provide the capability to accept transfers of sample electronic records
The system shall (ERAB.1.1)(D) provide the capability to accept transfers of sample electronic records,
according to the Interface Requirements Specification

The system shall (ERAS.1.2)(D) assign a constant unique identifier to each transfer of sample

electronic records
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(\: The system shall (ERA6.2)(D) provide access to transfers of sample records

The system shall (ERA6.3)(D) provide the capability to record information resuiting from review of
sample electronic records

The system shall (ERA6.4)(D) provide the capability to remove sample electronic records

The system shall (ERA6.4.1)(T) provide the capability to destroy sample electronic records

The system shall (ERA6.4.2)(A) provide the capability to return sample electronic records to the
transferring entity

The system shall (ERA6.4.3)(D) provide the capability to delete sample electronic records

The system shall (ERA6.5)(D) provide the capability to use sample electronic records to test system
processes

The system shall (ERA6.6)(D) check the authenticity of sample electronic records

The system shall (ERA6.6.1)(D) report the results of checking sample electronic records

The system shall (ERA6.6.1.1)(D) report the results of the essential characteristics verification to the
user

The system shall (ERA6.6.2)(D) capture the user's certification of authenticity

The system shall (ERA6.6.3)(D) verify the essential characteristics of sample electronic records

3.2 PRESERVATION (ERA7-ERA9)

The system shall (ERA7)(D) provide the capability to manage templates

The system shall (ERA7.1)(T) provide a template repository

The system shall (ERA7.2)(D) provide the capability for managing templates within the template
repository

The system shall (ERA7.2.1)(D) provide the capability for users to submit templates to the template
repository

The system shall (ERA7.2.2)(D) provide the capability to access templates in the template repository
The system shall (ERA7.2.2.1)(D) provide the capability to output versions of a template in the

template repository
The system shall (ERA7.2.2.2)(D) provide the capability to present versions of a template in the

template repository

The system shall (ERA7.2.3)(D) provide the capability to modify templates in the template repository
The system shall (ERA7.2.3.1)(D) provide the capability to modify versions of a template in the
template repository

The system shall (ERA7.2.4)(D) provide the capability to delete templates from the template repository
The system shall (ERA7.2.4.1)(D) provide the capability to delete versions of a template in the template

repository
The system shall (ERA7.2.5)(D) identify templates for which all associated electronic records have

been destroyed '
The system shall (ERA7.2.6)(D) identify all electronic records associated with a template

The system shall (ERA7.2.7)(D) identify all templates associated with an electronic record

The system shall (ERA7.3)(D) provide the capability to produce draft templates

The system shall (ERA7.4)(D) provide the capability for users to create new templates

The system shall (ERA7.4.1)(D) provide the capability to create a new template based on an electronic

record
The system shall (ERA7.4.2)(D) provide the capability to create a new template based on a disposition

agreement
The system shall (ERA7.4.3)(D) provide the capability to create a new template based on a set of

electronic records
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The system shall (ERA7.4.4)(D) provide model templates

The system shall (ERA7.4.4.1)(D) provide the capability to create a new template based on a model
template

The system shall (ERA7.5)(D) provide the capability to approve templates

The system shall (ERA7.6)(A) check templates

The system shall (ERA7.6.1)(A) check templates according to user supplied rules

The system shall (ERA7.6.1.1)(A) check templates for conformance to applicable NARA standards
The system shall (ERA7.6.2)(D) check templates to ensure their functionality

The system shall (ERA7.6.2.1)(D) provide the results of the template check

The system shall (ERA7.6.2.1.1)(D) provide the results of the template verification to the user

The system shall (ERA7.6.3)(D) check that templates are weill-formed

The system shall (ERA7.6.4)(D) check associations between templates

The system shall (ERA7.7)(D) associate templates with defined domains

The system shall (ERA7.7.1)(D) provide the capability to associate templates with abstract sets of

electronic records
The system shall (ERA7.7.2)(D) provide the capability to associate templates with empirical sets of

electronic records
The system shall (ERA7.7.3)(D) provide the capability to associate templates with transactions in the

lifecycle management of records

The system shall (ERA7.7.4)(D) provide the capability to associate templates with digital data types
The system shall (ERA7.7.5)(D) provide the capability to associate templates with mappings of one
data type to another

The system shall (ERA7.8)(D) provide the capability to associate templates with other system objects
The system shall (ERA7.8.1)(D) provide the capability to associate electronic records with registered (mk

templates
The system shall (ERA7.8.2)(D) provide the capability to associate disposition agreements with

registered templates

The system shall (ERA7.8.3)(D) provide the capability to associate representation information for
electronic records with registered templates

The system shall (ERA7.8.4)(D) provide the capability to associate registered templates with

transactions
The system shall (ERA7.8.5)(D) provide the capability for registered templates to reference other

registered templates
The system shall (ERA7.8.5.1)(D) provide the capability for approved templates to reference other

approved templates

The system shall (ERA7.9)(D) provide the capability for versioning of templates

The system shall (ERA7.9.1)(D) maintain the version history of templates

The system shall (ERA7.9.2)(D) create a new version of an approved template to allow it to be
modified

The system shall (ERA7.9.3)(D) assign a constant unique identifier to each version of a template
The system shall (ERA7.10)(D) provide the capability for hierarchies of templates

The system shall (ERA7.11)(D) provide the capability to import templates from external systems’
template repositories into the ERA template repository

The system shall (ERA7.11.1)(D) provide the capability to import templates from external systems’
template repositories into the ERA template repository, in accordance with the Interface Requirements
Specification

The system shall (ERA7.12)(D) provide the capability to output templates
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The system shall (ERA7.12.1)(D) provide the capability to output templates, in accordance with the
Interface Requirements Specification

The system shall (ERA7.13)(D) provide the capability for users to collaborate on templates

The system shall (ERA7.14)(D) provide the capability for taxonomies of templates

The system shall (ERA8)(D) provide capabilities for preserving electronic records

The system shall (ERA8.1)(D) manage the preservation process of electronic records

The system shall (ERA8.1.1)(D) provide the capability for preservation assessment of electronic

records
The system shall (ERA8.1.1.1)(D) provide the capability for preservation assessments of electronic

records scheduled for transfer to NARA
The system shall (ERA8.1.1.1.1)(D) provide the capability for preservation assessments of electronic

records planned for transfer to NARA but not scheduled
The system shall (ERA8.1.1.2)(D) provide the capability for preservation assessment of electronic

records at the time of ingest
The system shall (ERA8.1.1.3)(D) provide the capability for preservation assessment of electronic

records already stored in ERA

The system shall (ERA8.1.1.4)(D) provide the capability to apply templates in preservation assessment
The system shall (ERA8.1.1.5)(D) maintain the version history of preservation assessments

The system shall (ERA8.1.1.6)(T) assign a constant unique identifier to each preservation assessment
The system shall (ERA8.1.1.7)(T) create a new version of an approved preservation assessment to
allow it to be modified

The system shall (ERA8.1.1.8)(T) provide the capability to view versions of a preservation assessment
The system shall (ERA8.1.1.9)(T) provide the capability to modify versions of a preservation

assessment
The system shall (ERA8.1.1.10)(T) provide the capability to delete versions of a preservation

assessment
The system shall (ERA8.1.1.11)(D) provide the capability to create a preservation assessment
The system shall (ERA8.1.2)(D) provide the capability to schedule the automatic execution of

preservation processing
The system shall (ERA8.1.2.1)(D) provide the capability to queue automatic execution of preservation

processing via workflow

The system shall (ERA8.1.3)(D) provide the capability to use the user interface to initiate
transformation of electronic records by the system

The system shall (ERA8.1.3.1)(D) provide the capability for the user to initiate digital adaptation of
electronic records by the system

The system shall (ERA8.1.4)(T) provide the capability to mass process sets of electronic records
The system shall (ERA8.1.4.1)(T) provide the capability to mass process sets of data files

The system shall (ERA8.1.4.1.1)(T) provide the capability to perform preservation processing on sets

of data files
The system shall (ERA8.1.4.2)(T) provide the capability to perform preservation processing on sets of

electronic records

The system shall (ERA8.1.5)(T) maintain an audit trail of all preservation processing
The system shall (ERA8.1.5.1)(D) include the preservation audit trail within the records lifecycle data i
The system shall (ERA8.1.5.1.1)(D) include a preservation audit log within the records lifecycle data
The system shall (ERA8.1.5.2)(T) maintain an audit log for preservation processing

The system shall (ERA8.1.6)(D) preserve the integrity of records throughout the preservation

processes .
i
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The system shall (ERA8.1.6.1)(I) ensure that relationships among records are not altered in

preservation processing
The system shall (ERA8.1.6.1.1)(I) ensure that relationships among records are retained in

preservation processing
The system shall (ERA8.1.6.2)(D) ensure that all data files stored in the system are associated with the

records they constitute
The system shall (ERA8.1.6.2.1)(D) ensure that all data files stored in the system are associated with

the sets of electronic records they constitute

The system shall (ERA8.1.6.3)(D) maintain electronic record content across preservation processes
The system shall (ERA8.1.6.4)(A) ensure that all specified behavior associated with an electronic
record is maintained across preservation processes

The system shall (ERA8.1.6.4.1)(D) provide the capability to specify which behaviors of electronic
records must be maintained across preservation processes

The system shall (ERA8.1.6.4.1.1)(D) provide the capability to specify in the preservation and service
plan which behaviors of electronic records must be maintained across preservation processes

The system shall (ERA8.1.6.4.2)(A) maintain the behavior of an electronic record across preservation
processes as specified in the preservation and service plan for that record

The system shall (ERA8.1.6.5)(T) maintain electronic record context across preservation processes
The system shall (ERA8.1.6.6)(T) maintain specified electronic record structure across preservation
processes

The system shall (ERA8.1.6.6.1)(T) maintain electronic record structure across preservation processes
as specified in the preservation and service plan

The system shall (ERA8.1.6.7)(D) maintain specified electronic record presentation across
preservation processes

The system shall (ERA8.1.6.7.1)(D) maintain electronic record presentation across preservation
processes as specified in the preservation and service plan

The system shall (ERA8.2)(D) provide the capability to ingest data files in the digital formats in which

they were received
The system shall (ERA8.2.1)(D) provide the capability to store data files in the digital formats in which

they were received

The system shall (ERA8.3)(D) capture attributes of all ingested data files

The system shall (ERA8.3.1)(T) capture the identifiers of all ingested data files

The system shall (ERA8.3.2)(T) capture the data types of all ingested data files

The system shall (ERA8.3.2.1)(D) accept data files of undeterminable data types

The system shall (ERA8.3.2.2)(D) report on electronic files of undeterminable data type

The system shall (ERA8.3.2.3)(T) store attributes extracted from ingested data files

The system shall (ERA8.3.2.4)(T) store identifiers extracted from ingested data files

The system shall (ERA8.3.2.5)(T) store data types extracted from ingested data files

The system shall (ERAB8.4)(T) specify the relationship of each ingested data file with an electronic
record

The system shall (ERA8.4.1)(T) specify the relationship of each ingested data file with a set of
electronic records

The system shall (ERA8.5)(D) provide the capability to transform any ingested data file to a different
format

The system shall (ERA8.5.1)(T) have the capability to check that a file output from a transformation

retains specified attributes of the input data
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The system shall (ERA8.5.1.1)(T) provide the capability to verify that the result of a digital adaptation
retains attributes of the original digital item as specified in the preservation and service plan for that
item

The system shall (ERA8.5.2)(T) have the capability to check that a file output from a transformation
retains the specified behaviors of the input data

The system shall (ERA8.5.2.1)(T) provide the capability to verify that the result of a digital adaptation
retains behavior of the original digital item as specified in the preservation and service plan for that
item

The system shall (ERA8.5.3)(D) specify the relationship of each transformed data file to an electronic

record
The system shall (ERA8.5.3.1)(T) specify the relationship of each transformed data file to a set of

electronic records
The system shall (ERA8.5.3.1.1)(T) identify the relationship of each digitally adapted data file to a set

of electronic records
The system shall (ERA8.5.3.2)(D) identify the relationship of each digitally adapted data file to an

electronic record
The system shall (ERA8.5.4)(D) provide the capability to perform digital adaptation on an ingested data

file
The system shall (ERA8.6)(A) provide the capability to transform electronic records into persistent

formats
The system shall (ERA8.6.1)(A) provide the capability to transform electronic record/data types into a

hardware and software independent format
The system shall (ERA8.6.1.1)(D) check the results of transformations for conformance with assigned

templates
The system shall (ERA8.6.1.1.1)(D) validate the results of digital adaptations for conformance with

associated templates
The system shall (ERA8.6.1.2)(D) provide the capability to report the resuits of transformations
The system shall (ERA8.6.1.2.1)(D) provide the capability to report on the documented effects on

content from digital adaptations
The system shall (ERA8.6.1.2.2)(D) provide the capability to report on the documented effects on

presentation from digital adaptations
The system shall (ERA8.6.1.2.3)(D) provide the capability to report on the documented effects on

behavior from digital adaptations
The system shall (ERA8.6.1.2.4)(D) provide the capability to report on the detected effects on content

from digital adaptations
The system shall (ERA8.6.1.2.5)(D) provide the capability to report on the detected effects on

presentation from digital adaptations
The system shall (ERA8.6.1.2.6)(D) provide the capability to report on the detected effects on behavior

from digital adaptations
The system shall (ERA8.6.1.2.7)(D) provide the capability to report the results of digital adaptations

The system shall (ERA8.6.1.3)(D) provide the capability to flag records that have undergone

incomplete transformations
The system shall (ERA8.6.1.3.1)(D) provide the capability to identify records that have undergone

incomplete digital adaptations
The system shall (ERA8.6.1.4)(T) provide the capability to flag records that have undergone incorrect

transformations

CDRL Number: 01 - System Requirements Specification (SyRS)
December 08, 2005 37

LOCKHEED MA drluf%




Contract Number: NAMA-04-C-0007

The system shall (ERA8.6.1.4.1)(T) provide the capability to identify records that have undergone
incorrect digital adaptations

The system shall (ERA8.6.1.5)(D) provide the capability to correct problems with transformations
The system shall (ERA8.6.1.5.1)(D) provide the capability for users to manually correct problems with
digital adaptation processes

The system shall (ERA8.6.1.5.2)(T) provide the capability to deprecate a digital adaptation process
The system shall (ERA8.6.1.5.3)(D) notify users when a digital adaptation process is deprecated
The system shall (ERA8.6.1.5.4)(D) provide the capability to correct problems with digital adaptations
The system shall (ERA8.6.1.6)(D) provide the capability to reinsert corrected transformations

The system shall (ERA8.6.1.6.1)(D) provide the capability to reinsert corrected digital items into
electronic records

The system shall (ERA8.6.1.7)(A) provide the capability to digitally adapt electronic records into a
hardware/software independent format

The system shall (ERA8.6.2)(A) provide the capability to digitally adapt electronic records into
persistent formats

The system shall (ERAB8.7)(D) store the files output from preservation processes

The system shall (ERA8.7.1)(D) store the files output from format transformation

The system shall (ERA8.7.1.1)(D) store the resulting digital items from transforming digital adaptation
processes

The system shall (ERA8.7.2)(D) store the files output from transformation to a persistent format
The system shall (ERA8.7.2.1)(D) store the resulting digital items from digital adaptation processes
that produce persistent objects

The system shall (ERA8.7.3)(D) store the digital items output from preservation processes

The system shall (ERA8.8)(I) provide foreign language extensibility such that foreign language
electronic records may be preserved in the future without the need for major redesign

The system shall (ERA8.9)(D) provide the capability for preservation planning

The system shall (ERA8.9.1)(D) provide the capability for users to create preservation and access
plans

The system shall (ERA8.9.1.1)(D) provide the capability for users to create a new version of an
approved preservation and service plan to allow it to be modified

The system shall (ERA8.9.2)(D) provide the capability to access preservation and access plans
The system shall (ERA8.9.2.1)(D) provide the capability to output versions of a preservation and

service plan
The system shall (ERA8.9.2.2)(D) provide the capability to present versions of a preservation and

service plan
The system shall (ERA8.9.3)(D) provide the capability for users to update preservation and access

plans
The system shall (ERA8.9.3.1)(D) provide the capability for users to modify versions of a preservation

and service plan
The system shall (ERA8.9.4)(D) provide the capability for users to delete preservation and access

plans
The system shall (ERA8.9.4.1)(D) provide the capability for users to delete versions of a preservation

and service plan '
The system shall (ERA8.9.5)(D) provide the capability for users to associate a preservation and service

plan with electronic records
The system shall (ERA8.9.6)(D) provide the capability for users to associate a preservation and service

plan with an item in a disposition agreement
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The system shall (ERA8.9.7)(D) provide the capability for the preservation and service plan to define
the preservation level for the electronic records to which it is associated

The system shall (ERA8.9.8)(D) provide the capability for the preservation and service plan to define
the access methods for the electronic records to which it is associated

The system shall (ERA8.9.9)(D) provide the capability for users to collaborate on preservation and
service plans

The system shall (ERA8.9.10)(D) maintain the version history of a preservation and service plan

The system shall (ERA8.9.11)(D) assign a constant unique identifier to each version of a preservation

and service plan
The system shall (ERA8.9.12)(D) provide the capability for a user to approve preservation and service

plans
The system shall (ERA8.9.13)(D) provide the capability to create a preservation and service plan

The system shall (ERA8.10)(D) provide a registry of data type descriptors
The system shall (ERA8.10.1)(D) provide the capability to add data type descriptors to the data type

registry
The system shall (ERA8.10.2)(D) provide the capability to update data type descriptors in the data type

registry
The system shall (ERA8.10.3)(D) provide the capability to access data type descriptors from the data

type registry
The system shall (ERA8.10.4)(D) provide the capability to delete data type descriptors from the data

type registry
The system shall (ERA8.10.5)(D) provide the capability to search data type descriptors from the data

type registry
The system shall (ERA8.10.6)(D) provide the capability to list all data type descriptors contained in the

data type registry
The system shall (ERA8.10.7)(D) maintain the version history of data type descriptors
The system shall (ERA8.10.7.1)(D) assign a constant unique identifier to each version of each data

type descriptor ‘
The system shall (ERA8.10.7.2)(D) create a new version of an approved data type descriptor to allow it

to be modified

The system shall (ERA8.10.7.3)(D) provide the capability to view versions of a data type descriptor
The system shall (ERA8.10.7.4)(D) provide the capability to modify versions of a data type descriptor
The system shall (ERA8.10.7.5)(D) provide the capability to delete versions of a data type descriptor
The system shall (ERA8.11)(T) provide the capability to validate the purported data type of a digital
item

The system shall (ERA8.12)(D) report its degree of confidence that it has correctly determined the data
type of a digital item

The system shall (ERA8.13)(D) provide a registry of digital adaptation descriptors

The system shall (ERA8.13.1)(D) provide the capability to add digital adaptation descriptors to the

digital adaptation descriptor registry
The system shall (ERA8.13.2)(D) provide the capability to update digital adaptation descriptors in the

digital adaptation descriptor registry
The system shall (ERA8.13.3)(D) provide the capability to delete digital adaptation descriptors from the

digital adaptation descriptor registry
The system shall (ERA8.13.4)(D) provide the capability to access digital adaptation descriptors from

the digital adaptation descriptor registry
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The system shall (ERA8.13.5)(D) provide the capability to search digital adaptation descriptors (
contained in the digital adaptation descriptor registry

The system shall (ERA8.13.6)(l) provide the capability to list all digital adaptation descriptors contained

in the digital adaptation descriptor registry

The system shall (ERA8.13.7)(D) maintain the version history of digital adaptation descriptors

The system shall (ERA8.13.8)(D) assign a constant unique identifier to each version of a digital

adaptation descriptor
The system shall (ERA8.14)(D) provide the capability to associate digital adaptation descriptors with

data type descriptors
The system shall (ERA8.15)(D) create a new version of an approved digital adaptation descriptor to

allow it to be modified
The system shall (ERA8.16)(D) provide the capability to view versions of a digital adaptation descriptor
The system shall (ERA8.17)(D) provide the capability to modify versions of a digital adaptation

descriptor
The system shall (ERA8.18)(D) provide the capability to delete versions of a digital adaptation

descriptor
The system shall (ERA8.19)(T) provide the capability to associate digital adaptation processors with

digital adaptation descriptors
The system shall (ERA8.20)(T) capture a user's certification of authenticity of digital adaptation

processors
The system shall (ERAS)(D) provide the capability for arrangements of electronic records
The system shall (ERA9.1)(T) provide the capability to provide electronic records to users in

accordance with any defined arrangement
The system shall (ERA9.2)(D) provide the capability for users to input data defining an arrangement of C

records

The system shall (ERA9.2.1)(D) provide the capability to use information provided by the transferring
entity to determine the arrangement

The system shall (ERA9.2.2)(D) provide the capability to use templates provided by the transferring
entity to determine the arrangement

The system shall (ERA9.2.3)(D) provide the capability to capture original order information from assets
The system shall (ERA9.2.4)(D) provide the capability to use Archival Metadata Templates to
determine the original order

The system shall (ERA9.3)(D) provide the capability to recreate the arrangement of electronic records
as defined in information provided by the transferring entity

The system shall (ERA9.3.1)(D) provide the capability to recreate the original order of electronic
records as defined in Transfer Agreements

The system shall (ERA9.4)(D) provide the capability for multiple arrangements

The system shall (ERA9.4.1)(D) manage versions of arrangements |
The system shall (ERA9.4.1.1)(D) assign a constant unique identifier to each version of an

arrangement
The system shall (ERA9.4.1.2)(D) create a new version of an approved arrangement to allow it to be

modified

The system shall (ERA9.4.1.3)(D) provide the capability to view versions of an arrangement

The system shall (ERA9.4.1.4)(D) provide the capability to modify versions of an arrangement ’
The system shall (ERA9.4.1.5)(D) maintain the version history of an arrangement

The system shall (ERA9.4.2)(D) provide the capability to define arrangements of electronic records in .

addition to the original order
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The system shall (ERA9.4.3)(D) provide the capability to implement arrangements of electronic records

in addition to the original order
The system shall (ERA9.4.4)(D) provide the capability to present arrangements of electronic records in

addition to the original order

The system shall (ERAS.4.5)(D) provide the capability to define the relationship between an electronic
record in one arrangement and an electronic record in another arrangement

The system shall (ERA9.5)(D) provide the capability to delete arrangements

The system shall (ERA9.5.1)(D) provide the capability for users to delete versions of arrangements that

are not the original order
The system shall (ERA9.6)(D) provide the capability to associate electronic records with a defined

arrangement
The system shall (ERA9.7)(D) provide the capability to define the position of an electronic record in an

arrangement
The system shall (ERA9.8)(D) provide the capability for hierarchical grouping of sets of electronic

records within an arrangement
The system shall (ERA9.9)(D) provide the capability to associate additional electronic records with an

arrangement over time

The system shall (ERA9.9.1)(D) provide the capability to add electronic records to an arrangement

The system shall (ERA9.10)(D) provide the capability to associate additional sets of electronic records
with an arrangement over time

The system shall (ERA9.10.1)(D) provide the capability to add electronic record sets to an arrangement
The system shall (ERA9.11)(D) require that an original order be defined for any set of records in the

system
The system shail (ERA9.11.1)(D) provide the capability to designate a defined arrangement as the

original order of a set of records
The system shall (ERA9.11.2)(D) permit only one arrangement to be defined as the original order for

any set of records in the system
The system shall (ERA9.12)(D) provide the capability for ERA users to collaborate on arrangements
The system shall (ERA9.13)(D) provide the capability to remove electronic records from an

arrangement
The system shall (ERA9.14)(D) provide the capability to remove electronic record sets from an

arrangement
The system shall (ERAS.15)(D) provide the capability to create an arrangement

3.3 ARCHIVAL STORAGE (ERA10-ERA12)

The system shall (ERA10)(D) store assets
The system shall (ERA10.1)(D) provide the capability to store copies of electronic records
The system shall (ERA10.1.1)(D) identify the version of the electronic record as transferred from the

transferring entity
The system shall (ERA10.1.2)(D) store a copy of the electronic records produced as a result of

preservation processing

The system shall (ERA10.1.3)(D) provide the capability to replace copies with new versions

The system shail (ERA10.1.3.1)(D) provide the capability to replace a copy of an electronic record with
an updated version of that same electronic record

The system shall (ERA10.1.4)(D) produce copies of all assets for off-site storage

The system shall (ERA10.1.4.1)(D) store a duplicate copy of an asset at another ERA site

The system shall (ERA10.2)(D) provide the capability to manage assets
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The system shall (ERA10.2.1)(D) provide the capability to export self-describing media containing
assets from the ERA data storage repository

The system shall (ERA10.2.1.1)(D) provide the capability to export self-describing media containing
assets from the ERA data storage repository in accordance with the Interface Requirements
Specification

The system shall (ERA10.2.2)(D) provide the capability to import self-describing media containing
electronic records into the ERA primary data storage repository

The system shall (ERA10.2.3)(D) provide the capability to recover any electronic record in the event of

catastrophic loss
The system shall (ERA10.2.3.1)(D) provide the capability to recover an electronic record by retrieving a

copy from self-describing media
The system shall (ERA10.2.3.2)(D) provide the capability to recover an electronic record by retrieving a

copy from another ERA instance
The system shall (ERA10.2.4)(D) provide the capability for location-transparent access to all of the

assets it contains

The system shall (ERA10.2.5)(D) maintain an inventory of all of the assets it contains

The system shall (ERA10.2.5.1)(D) provide the capability to report on its inventory

The system shall (ERA10.2.5.2)(D) maintain an archive file directory defining the physical locations of
all electronic records within the system

The system shall (ERA10.2.5.3)(D) provide the capability to recover the archive electronic file directory
The system shall (ERA10.2.5.3.1)(D) provide the capability to backup the archive electronic file

directory
The system shall (ERA10.2.5.3.2)(D) provide the capability to recover the archive electronic file

directory from a backup copy
The system shall (ERA10.2.5.3.3)(D) provide the capability to recover the archive electronic file

directory from the archive media
The system shall (ERA10.2.6)(D) provide the capability to track information about the movement of

electronic files
The system shall (ERA10.2.7)(D) provide the capability to check the inventory of the archive against

the archive electronic file directory
The system shall (ERA10.2.7.1)(D) provide the capability to identify differences between the inventory

of the archive and the archive electronic file directory

The system shall (ERA10.2.7.2)(D) provide the capability to report on differences between the
inventory of the archive and the archive electronic file directory

The system shall (ERA11)(D) provide automated media handling

The system shall (ERA11.1)(D) provide a physical media tracking system

The system shall (ERA11.1.1)(D) track the location of each piece of removable archival storage media
from the time it is introduced into the system until it is removed from ERA

The system shall (ERA11.1.2)(D) maintain information on the current location of removable media
The system shall (ERA11.1.3)(D) provide a tracking system for removable archival storage media
The system shall (ERA11.2)(D) provide the capability to print archive media identification labels
The system shall (ERA11.2.1)(D) provide the capability to print identification labels for removabile
archive media

The system shall (ERA11.3)(D) provide the capability for automated access to assets stored on
removable archive media

The system shall (ERA12)(A) provide media management
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The system shall (ERA12.1)(A) provide the capability for automated movement of electronic records to
different media to accommodate new technology

The system shall (ERA12.2)(T) not modify electronic records to accommodate physical storage media
The system shall (ERA12.2.1)(T) provide the capability for the user to allow lossless hardware
compression

The system shall (ERA12.3)(D) use storage media that is self-describing

The system shall (ERA12.3.1)(D) use archive storage media that is self-describing

The system shall (ERA12.4)(D) provide tools for recovering electronic records from failed media

The system shall (ERA12.4.1)(D) provide the capability to recover electronic records from failed media
The system shall (ERA12.4.2)(D) provide the capability to restore an electronic record from a copy
The system shall (ERA12.5)(T) store electronic data files such that an individual file does not span

media volumes
The system shall (ERA12.5.1)(D) report to a user when an electronic record does not fit on a single

storage media volume

The system shall (ERA12.5.2)(D) provide the capability for a user to allow the system to store an
electronic record on multiple removable storage media when that record does not fit on a single
storage medium

The system shall (ERA12.5.3)(D) include references to other media volumes in the self-describing
storage media when an electronic record spans multiple media volumes

The system shall (ERA12.6)(A) provide active safeguards to protect against archive media degradation
The system shall (ERA12.7)(T) statistically monitor the raw Bit Error Rate (BER) of storage media in
the archive

The system shall (ERA12.8)(T) statistically monitor the corrected Bit Error Rate (BER) of storage
media in the archive

The system shall (ERA12.9)(I) manage refreshment of archive media

The system shall (ERA12.9.1)(1) provide the capability to refresh removable archive media

The system shall (ERA12.9.2)(1) provide the capability to determine when media has degraded

The system shall (ERA12.9.3)(1) provide the capability to determine when the media has reached end-

of-life based on age
The system shall (ERA12.9.4)(l) provide the capability to determine when the media has reached end-

of-life based on usage

The system shall (ERA12.9.5)(l) provide the capability to determine when the media has failed
The system shall (ERA12.10)(D) manage copying of archive media

The system shall (ERA12.10.1)(D) provide the capability for copying media used in the archive to

another media
The system shall (ERA12.10.2)(D) provide the capability to export copied media
The system shall (ERA12.11)(D) provide the capability to use archive media that is capable of being

manually mounted !
3.4 SECURITY (ERA13-ERA14) I

The system shall (ERA13)(D) manage security for electronic records
The system shall (ERA13.1)(D) provide the capability to manage electronic records according to the

ownership of the electronic record
The system shall (ERA13.1.1)(D) provide the capability to manage security for electronic records !

according to the current ownership of the electronic record
The system shall (ERA13.1.2)(D) provide the capability to manage security for electronic records .

according to access policies
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The system shall (ERA13.1.3)(D) provide the capability to manage security for electronic records
according to the ownership of the electronic record

The system shall (ERA13.2)(D) provide the capability to manage electronic records according to the
access restrictions of the record

The system shall (ERA13.2.1)(D) provide the capability to control data up to the Top Secret Sensitive
Compartmented Information (TS/SCI) level

The system shall (ERA13.2.2)(l) physically separate records classified as Top Secret or higher from

other records
The system shall (ERA13.3)(D) provide the capability to recognize the access restrictions of electronic

records as applied by the transferring entity

The system shall (ERA13.4)(D) recognize multiple access restriction levels defined by NARA

The system shall (ERA13.5)(D) provide the capability to parse the content of assets to identify
potentially access restricted content

The system shall (ERA13.5.1)(D) make recommendations as to the potential access restriction level of

assets .
The system shall (ERA13.5.1.1)(D) make access restriction level recommendations based on NARA-

defined rules
The system shall (ERA13.5.1.1.1)(D) provide users the capability to update access restriction

determination rules
The system shall (ERA13.5.1.1.2)(D) provide users the capability to delete access restriction

determination rules
The system shall (ERA13.5.1.1.3)(D) provide users the capability to create access restriction

determination rules

The system shall (ERA13.5.1.2)(D) make access restriction level recommendations based on
comparing assets contents with defined lists of terms

The system shall (ERA13.5.1.2.1)(D) provide users the capability to update access restriction
determination content terms

The system shall (ERA13.5.1.2.2)(D) provide users the capability to delete access restriction

determination content terms
The system shall (ERA13.5.1.3)(D) make access restriction recommendations based on the resuits of

comparing terms and executing rules against assets

The system shall (ERA13.5.2)(D) provide the capability to report the results of parsing an asset for
potentially access restricted content

The system shall (ERA13.5.2.1)(D) indicate any content it identifies as potentially access restricted
The system shall (ERA13.5.2.2)(D) report on the basis on which access restriction recommendations
were made

The system shall (ERA13.5.2.3)(D) provide the capability to summarize the results of parsing an asset
for potentially access restricted content

The system shall (ERA13.5.2.3.1)(D) provide the capability to display detailed results of parsing an
asset for potentially access restricted content

The system shall (ERA13.5.2.4)(D) provide the capability to summarize the results of parsing a set of
assets for potentially access restricted content

The system shall (ERA13.5.2.4.1)(D) provide the capability to display detailed results of parsing a set
of assets for potentially access restricted content

The system shall (ERA13.5.3)(D) provide the capability for users to confirm the results of examination
of assets for potentially access restricted content
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The system shall (ERA13.5.3.1)(D) provide the capability for users to override any access restriction

recommendation made by the system

The system shall (ERA13.5.3.1.1)(D) provide the capability for users to override the annotation of
content as potentially access restricted

The system shall (ERA13.5.3.1.2)(D) provide the capability for users to override the basis for
annotating of content as potentially access restricted

The system shall (ERA13.5.3.2)(D) provide the capability for users to accept an access restriction
recommendation made by the system

The system shall (ERA13.5.4)(D) compare access restriction determination terms against assets
The system shall (ERA13.5.5)(T) execute access restriction determination rules against assets
The system shall (ERA13.6)(D) provide the capability for users to designate the potential access

restrictions of assets
The system shall (ERA13.6.1)(D) provide the capability for users to annotate any portion of the content

of an asset as potentially access restricted

The system shall (ERA13.6.2)(D) provide the capability for users to annotate the content of an asset as
potentially access restricted using any defined level of access restriction

The system shall (ERA13.6.3)(D) provide the capability for users to indicate the basis for annotating

content as potentially access restricted
The system shall (ERA13.6.4)(D) provide the capability for users to remove potential access restriction

annotations
The system shall (ERA13.7)(D) segregate electronic records during ingest based on potential access

restrictions

The system shall (ERA13.7.1)(D) separate incoming assets of undetermined access restrictions from
the rest of ERA’s assets until the access restrictions of the incoming assets can be determined

The system shall (ERA13.7.2)(D) store assets that have been identified as potentially access restricted

in a separate area pending review
The system shall (ERA13.7.3)(D) provide the capability to segregate electronic records based upon

access restrictions
The system shall (ERA13.8)(l) process electronic records in environments appropriate to their stated

access restrictions

The system shall (ERA13.9)(T) prohibit unauthorized alteration of electronic records

The system shall (ERA13.10)(T) prohibit unauthorized alteration of system data

The system shall (ERA13.11)(D) provide the capability for non-repudiation at the electronic record level
The system shall (ERA13.12)(T) store accessioned electronic records in a non-encrypted state

The system shall (ERA13.13)(]) provide the capability for configurable data access control schemes
The system shall (ERA13.13.1)(D) assign access control privileges according to a user’s identity

The system shall (ERA13.13.2)(D) provide the capability for user group access control

The system shall (ERA13.13.3)(D) provide the capability to determine a user’s identity through the use
of strong authentication technology

The system shall (ERA13.13.4)(D) control access to electronic records according to access restrictions
The system shall (ERA13.13.5)(D) control access to electronic records according to ownership rights
The system shall (ERA14)(T) provide security for itself

The system shall (ERA14.1)(T) prevent unauthorized system access

The system shall (ERA14.1.1)(T) prevent unauthorized physical access to the data-center

The system shall (ERA14.1.2)(T) prevent unauthorized network access

The system shall (ERA14.1.3)(T) prevent unauthorized access to services

The system shall (ERA14.1.4)(T) prevent unauthorized access to data
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The system shall (ERA14.1.5)(T) prevent unauthorized system access in accordance with the Security

Plan

The system shall (ERA14.2)(T) provide intrusion deterrence

The system shall (ERA14.2.1)(T) provide deterrence to physical intrusion to the data-center

The system shall (ERA14.2.2)(T) provide deterrence to network intrusion

The system shall (ERA14.2.3)(T) provide deterrence to service intrusion

The system shall (ERA14.2.4)(T) provide deterrence to data intrusion

The system shall (ERA14.3)(T) provide intrusion detection

The system shall (ERA14.3.1)(T) identify occurrences of attempted intrusions

The system shall (ERA14.3.1.1)(T) identify occurrences of unsuccessful physical intrusion to the data-
center

The system shall (ERA14.3.1.2)(T) identify occurrences of unsuccessful network intrusion

The system shall (ERA14.3.1.3)(T) identify occurrences of unsuccessful service intrusion

The system shall (ERA14.3.1.4)(T) identify occurrences of unsuccessful data intrusion

The system shall (ERA14.3.1.5)(T) identify occurrences of unsuccessful intrusions

The system shall (ERA14.3.2)(T) identify occurrences of successful intrusions

The system shall (ERA14.3.2.1)(T) identify occurrences of successful physical intrusion to the data-
center

The system shall (ERA14.3.2.2)(T) identify occurrences of successful network intrusion

The system shall (ERA14.3.2.3)(T) identify occurrences of successful service intrusion

The system shall (ERA14.3.2.4)(T) identify occurrences of successful data intrusion

The system shall (ERA14.4)(D) provide data confidentiality of all potentially access restricted
information that is exchanged between the system and any other system

The system shall (ERA14.4.1)(D) provide data confidentiality of potentially access restricted
information that is exchanged between the system and systems that comply with the the Interface
Requirements Specification

The system shall (ERA14.5)(T) provide virus detection

The system shall (ERA14.6)(T) provide virus elimination

The system shall (ERA14.6.1)(T) provide the capability to quarantine files where removing the virus

would damage the file
The system shall (ERA14.6.2)(T) provide the capability to remove viruses where doing so will not

damage the file

The system shall (ERA14.7)(1) operate in accordance with applicable security guidance and rules
The system shall (ERA14.7.1)(1) operate in accordance with the Federal Information Security
Management Act of 2002 (FISMA)

The system shall (ERA14.7.2)(l) operate in accordance with the NARA Policy Directive, NARA 804,
Information Technology Systems Security Handbook

The system shall (ERA14.8)(D) employ strong authentication techniques when exchanging data with
other systems

The system shali (ERA14.8.1)(D) employ strong authentication techniques when exchanging data with
other systems that can accommodate strong authentication according to the Interface Requirements
Specification

The system shall (ERA14.9)(D) provide the capability for backup of ERA

The system shall (ERA14.9.1)(D) provide the capability for the backup of all COTS products files

required to re-establish ERA
The system shall (ERA14.9.2)(D) provide the capability for the backup of all application files required to

rebuild ERA
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The system shall (ERA14.9.3)(D) provide the capability for the backup of all configuration support files

required to rebuild ERA
The system shall (ERA14.9.4)(D) provide the capability for the backup of dynamically persisted system

data required to rebuild ERA

The system shall (ERA14.10)(D) control access to services based on user privileges

The system shall (ERA14.10.1)(D) control access to service privileges according to Boolean
combinations of group membership

The system shall (ERA14.11)(D) control access to records lifecycle data based on a user’s access
privileges

The system shall (ERA14.12)(D) provide the capability to change a user’s access privileges

The system shall (ERA14.12.1)(D) provide the capability to grant an individual access privilege for a

user
The system shall (ERA14.12.2)(D) provide the capability to change an individual access privilege for a

user
The system shall (ERA14.12.3)(D) provide the capability to revoke all access privileges for a user

The system shall (ERA14.13)(D) provide the capability to associate user privilege sets with sets of
electronic records

The system shall (ERA14.14)(D) provide the capability to manage access privileges for groups of users
The system shall (ERA14.14.1)(D) provide the capability for a user to be a member of multiple groups
The system shall (ERA14.14.2)(D) provide the capability to change access privileges for an entire

group of users
The system shall (ERA14.14.3)(T) apply access privileges for users who are members of multiple

groups according to policy

The system shall (ERA14.15)(T) provide the capability for recovery of ERA

The system shall (ERA14.15.1)(T) provide the capability to recover all COTS products files required to
re-establish ERA

The system shall (ERA14.15.1.1)(T) provide the capability to re-build COTS product files to the state
necessary to re-establish ERA according to performance specification requirements for the ERA

system
The system shall (ERA14.15.2)(T) provide the capability to recover all application files required to re-

establish ERA

The system shall (ERA14.15.2.1)(T) provide the capability to re-build application files to the state
necessary to re-establish ERA according to performance specification requirements for the ERA

The system shall (ERA14.15.3)(T) provide the capability to recover all configuration support files
required to re-establish ERA

The system shall (ERA14.15.3.1)(T) provide the capability to re-build configuration support files to the
state necessary to re-establish ERA according to performance specification requirements for the ERA

system
The system shall (ERA14.15.4)(D) provide the capability to recover from a hardware failure as required

to re-establish ERA
The system shall (ERA14.15.5)(l) provide the capability to recover from a physical site outage as

required to re-establish ERA
The system shall (ERA14.15.6)(l) provide the capability to recover network services required to re-

establish ERA .
3.5 INGEST (ERA15-ERA16)

The system shall (ERA15)(A) accept all types of electronic records
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The system shall (ERA15.1)(A) accept all electronic record types

The system shall (ERA15.1.1)(A) accept all data types in which electronic records are written

The system shall (ERA15.1.1.1)(A) ingest electronic records independent of their data type

The system shall (ERA15.1.2)(A) ingest all electronic record types

The system shall (ERA15.2)(D) accept electronic records that are composed of more than one digital

component
The system shall (ERA15.2.1)(D) retain the relationships between the digital components of an

electronic record
The system shall (ERA15.3)(D) provide the capability to identify the data type of any electronic record
The system shall (ERA15.4)(T) provide the capability to identify the data type of any component of an

electronic record
The system shall (ERA15.4.1)(T) provide the capability to identify the data type of a digital component

of an electronic record

The system shall (ERA16)(D) provide the capability to transfer electronic records to ERA

The system shall (ERA16.1)(D) accept electronic records transferred via physical media

The system shall (ERA16.1.1)(D) provide the capability to track the location of transfer media
containing electronic records prior to the ingest of the records into ERA

The system shall (ERA16.1.2)(T) provide the capability to create records lifecycle metadata from media

inventory data
The system shall (ERA16.1.3)(T) provide the capability to copy the files from supplied physical media

into the ERA system
The system shall (ERA16.1.4)(T) provide the capability to prioritize processing of physical media based

upon transfer request

The system shall (ERA16.1.5)(T) provide the capability to prioritize processing of physical media based C

upon media type
The system shall (ERA16.1.6)(T) provide the capability to store physical media according to transfer

agreement
The system shall (ERA16.1.7)(T) provide the capability to transfer physical media content to another

media type
The system shall (ERA16.1.8)(T) provide the capability to indicate that electronic records are ready for

ingest into ERA

The system shall (ERA16.1.9)(D) provide the capability to return the physical media to the transferring
entity

The system shall (ERA16.1.10)(l) provide the capability to destroy the physical media according to the
transfer agreement

The system shall (ERA16.2)(D) provide the capability to accept transfers electronically

The system shall (ERA16.2.1)(D) provide the capability for NARA-initiated transfers

The system shall (ERA16.2.1.1)(D) provide the capability to accept NARA-initiated transfers, in
accordance with the Interface Requirements Specification

The system shall (ERA16.2.2)(D) provide the capability for transferring entity initiated transfers

The system shall (ERA16.2.2.1)(D) provide the capability to accept transferring entity initiated
transfers, in accordance with the Interface Requirements Specification

The system shall (ERA16.2.3)(D) provide the capability for a user to cancel a transfer in progress

The system shall (ERA16.2.4)(D) provide a user with an estimate of the time required to complete a
transfer

The system shall (ERA16.3)(T) confirm the success of the transfer

The system shall (ERA16.3.1)(D) check electronic records contained in a transfer
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The system shall (ERA16.3.1.1)(D) verify the data files associated with electronic records contained in
a transfer

The system shall (ERA16.3.2)(D) report discrepancies found with the transfer

The system shall (ERA16.3.2.1)(D) report discrepancies found between the transfer and the transfer
agreement

The system shall (ERA16.3.3)(T) apply Error Detection and Correction (EDAC) technology to transfers
The system shall (ERA16.3.4)(D) provide the capability to verify that transfer media contents match the
transfer agreement

The system shall (ERA16.3.5)(T) confirm the success of the transfer to the sending party, in
accordance with the Interface Requirements Specification

The system shall (ERA16.4)(T) use templates to check that the transfer contained what was specified

in the disposition agreement
The system shall (ERA16.4.1)(T) check that the transfer contains all files identified in the disposition

agreement

The system shall (ERA16.4.2)(T) check the data type of each file in the transfer

The system shall (ERA16.5)(T) use templates to check the archival properties of transferred electronic
records

The system shall (ERA16.5.1)(T) use templates to check the structure of transferred electronic records
The system shall (ERA16.5.2)(T) use templates to check the representation information of transferred

electronic records
The system shall (ERA16.5.3)(T) use templates to check the arrangement of an aggregate of

transferred electronic records
The system shall (ERA16.6)(D) provide the capability for inclusion of information about sets of records

in a transfer

The system shall (ERA16.6.1)(D) provide the capability for inclusion of information about the
arrangement of sets of records in a transfer

The system shall (ERA16.6.1.1)(D) provide the capability for inclusion of information about the
arrangement of sets of records in a transfer, in accordance with the Interface Requirements
Specification

The system shall (ERA16.6.2)(A) provide the capability for inclusion of DOD-STD 5015.2 record
profiles for records in a transfer

The system shall (ERA16.6.2.1)(A) provide the capability for inclusion of DOD-STD 5015.2 record
profiles for records in a transfer, in accordance with the Interface Requirements Specification
The system shall (ERA16.6.3)(D) provide the capability for inclusion of information about sets of
records in a transfer, in accordance with the Interface Requirements Specification

The system shall (ERA16.7)(D) provide the capability to transfer electronic records to ERA, in
accordance with the Interface Requirements Specification

3.6 ACCESS (ERA17-ERA20)

The system shall (ERA17)(D) provide the capability for access review of the assets it contains
The system shall (ERA17.1)(D) assist with review determinations
The system shall (ERA17.1.1)(D) provide the capability to identify differences in access review

determinations applied to copies of the same asset
The system shall (ERA17.1.1.1)(D) provide the capability to notify the access reviewer of differences in

access review determinations applied to copies of the same asset
The system shall (ERA17.1.2)(D) provide the capability to identify differences in classifications applied

to copies of the same asset
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The system shall (ERA17.1.2.1)(D) provide the capability to notify the access reviewer of differences in
classifications applied to copies of the same asset
The system shall (ERA17.1.3)(D) provide the capability to recognize potentially access restricted

assets
The system shall (ERA17.1.4)(D) notify the access reviewer of the existence of potentially access

restricted electronic records

The system shall (ERA17.1.4.1)(D) notify the access reviewer of the existence of potentially access
restricted electronic records within a unit of work

The system shall (ERA17.1.5)(D) provide the capability to assist in determining whether the same
electronic records have been released previously

The system shall (ERA17.1.6)(D) provide the capability to assist in determining whether the same

assets have been released previously
The system shall (ERA17.1.7)(D) provide a reference capability containing statutes and guidance

relevant to the access review process
The system shall (ERA17.1.8)(D) provide the capability to assign access review requests to a user

group
The system shall (ERA17.1.9)(D) provide the capability to collaborate with equity holders
The system shall (ERA17.1.9.1)(D) provide the capability to identify equity holders for assets

undergoing access review
The system shall (ERA17.1.9.2)(D) provide the capability to create a review request to equity holders

for assets undergoing access review
The system shall (ERA17.1.9.3)(D) provide the capability to track the status of requests to equity

holders in an access review process
The system shall (ERA17.1.9.4)(D) provide the capability to capture proposed equity holder feedback
The system shall (ERA17.1.9.5)(D) provide the capability for a user to collate the guidance and

proposed redactions from equity holder reviewers
The system shall (ERA17.1.9.6)(D) provide the capability to terminate a request to equity holders in an

access review process

The system shall (ERA17.1.9.7)(D) provide the capability to modify a review request to equity holders
for assets undergoing access review

The system shall (ERA17.2)(D) capture the results of the access review

The system shall (ERA17.2.1)(D) capture the review determination

The system shall (ERA17.2.2)(D) capture the reason for the review determination

The system shall (ERA17.2.2.1)(D) capture the reasons for the review determination as provided by
the reviewers

The system shall (ERA17.2.3)(D) link the review determination to the affected electronic record

The system shall (ERA17.2.4)(D) capture the identity of the authors of the review determination

The system shall (ERA17.2.5)(D) capture the date and time when the review determination was
finalized

The system shall (ERA17.2.6)(D) capture the status of an access review

The system shall (ERA17.3)(D) produce notifications that additional reviewers need to perform a
review

The system shall (ERA17.3.1)(D) provide the capability for a user to identify additional equity holders
The system shall (ERA17.3.2)(D) provide the capability for a user to add additional equity holders to a

review list
The system shall (ERA17.4)(D) provide the capability to change a review determination over time
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The system shall (ERA17.4.1)(D) display the review determination history of an electronic record upon
request

The system shall (ERA17.5)(D) provide the capability to declassify assets

The system shall (ERA17.5.1)(D) provide the capability to declassify individual records

The system shall (ERA17.5.2)(D) provide the capability to declassify sets of records

The system shall (ERA17.5.3)(D) capture declassification information

The system shall (ERA17.5.4)(D) provide the capability to identify assets eligible for update of their
classification as determined by their disposition agreement

The system shall (ERA17.5.5)(D) provide the capability to identify assets eligible for update of their
classification as determined by their transfer agreement

The system shall (ERA17.5.6)(D) provide the capability to identify assets eligible for update of their

classification as determined by legislation
The system shall (ERA17.5.7)(D) provide the capability to identify assets eligible for update of their

classification as determined by regulations

The system shall (ERA17.5.8)(D) provide the capability to identify assets eligible for update of their
classification as determined by the originating entity

The system shall (ERA17.6)(D) manage review determinations

The system shall (ERA17.6.1)(D) provide the capability to define new review determinations

The system shall (ERA17.6.2)(D) provide the capability to update available review determinations

The system shall (ERA17.6.3)(D) provide the capability to delete available review determinations

The system shall (ERA17.6.4)(D) provide the capability for a review determination of "fully release"
The system shall (ERA17.6.5)(D) provide the capability for a review determination of "partially release”
The system shall (ERA17.6.6)(D) provide the capability for a review determination of "redact”

The system shall (ERA17.6.7)(D) provide the capability for a review determination of "withhold"

The system shall (ERA17.6.7.1)(D) provide the capability to create a placeholder for withheld electronic
records indicating reasons for withholding

The system shall (ERA17.6.8)(D) provide the capability for a review determination of "withdraw"

The system shall (ERA17.6.9)(D) provide the capability to view available review determination types
The system shall (ERA17.7)(D) provide the capability to manage an access review process on an

access review case
The system shall (ERA17.7.1)(D) provide the capability to capture the status of each item within an

access review case
The system shall (ERA17.7.2)(D) provide the capability to apply a review determination at the item

level in an access review case
The system shall (ERA17.7.3)(D) provide the capability to capture the status of the access review case

The system shall (ERA18)(D) provide the capability for redaction of the assets it contains

The system shall (ERA18.1)(D) provide the capability for the user to produce redacted versions of the
assets it contains

The system shall (ERA18.1.1)(D) provide the capability to remove any content from an asset to
produce a redacted version of the asset

The system shall (ERA18.1.1.1)(D) provide the capability to delete content from an asset to produce a
redacted version of the asset

The system shall (ERA18.1.2)(D) provide the capability to replace any content from an asset to

produce a redacted version of the asset
The system shall (ERA18.1.3)(D) provide the capability to indicate where redaction has occurred

The system shall (ERA18.2)(D) manage redacted versions of assets .
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The system shall (ERA18.2.1)(D) assign a constant unique identifier to the redacted version of an
asset

The system shall (ERA18.2.2)(D) associate an asset with all redacted versions of that asset

The system shall (ERA18.2.3)(D) associate the disposition agreement to a redacted version of an

asset from which it was derived
The system shall (ERA18.2.4)(D) associate the description information to a redacted version of an

asset from which it was derived
The system shall (ERA18.2.5)(D) provide the capability to associate new description information to a

redacted version of an asset
The system shall (ERA18.2.6)(D) associate the lifecycle data to a redacted version of an asset from

which it was derived
The system shall (ERA18.2.7)(D) provide the capability to associate new lifecycle data to a redacted

version of an asset
The system shall (ERA18.3)(D) provide the capability to present the redacted version of the assets it

contains

The system shall (ERA18.4)(D) create a copy of the assets for redaction

The system shall (ERA18.5)(D) prohibit redaction of any preservation copy of an electronic record

The system shall (ERA18.5.1)(D) prohibit redaction of any electronic record digital component

maintained for preservation

The system shall (ERA18.6)(D) provide the capability to capture redaction information

The system shall (ERA18.6.1)(D) capture the reason(s) for the redaction

The system shall (ERA18.6.1.1)(D) provide the capability to link the reasons for redaction to each

version of the redaction of an asset

The system shall (ERA18.6.1.2)(D) provide the capability to display information concerning the -
redaction during display of the redacted asset ( i
The system shall (ERA18.6.2)(D) capture the identity of the individual who performed a redaction

The system shall (ERA18.6.3)(D) capture the date of a redaction

The system shall (ERA18.6.3.1)(D) capture the date and time of a redaction

The system shall (ERA18.7)(A) provide the capability to redact all assets

The system shall (ERA18.7.1)(D) provide the capability to redact text

The system shall (ERA18.7.2)(D) provide the capability to redact still images

The system shall (ERA18.7.3)(D) provide the capability to redact digital audio

The system shall (ERA18.7.4)(D) provide the capability to redact digital video

The system shall (ERA18.7.5)(D) provide the capability to redact line vector images

The system shall (ERA18.7.6)(D) provide the capability to redact structured data

The system shall (ERA18.7.7)(D) provide tools to assist the user in manual redaction of assets

The system shall (ERA18.7.8)(A) provide the capability to be extensible to redact additional digital

items

The system shall (ERA18.8)(D) provide tools for automated redaction of assets :
The system shall (ERA18.8.1)(D) provide the capability to automatically redact assets based on NARA ‘

rules and guidance
The system shall (ERA18.8.1.1)(D) provide the capability to create NARA rules and guidance for the

automated redaction of assets
The system shall (ERA18.8.1.2)(D) provide the capability to update NARA rules and guidance for the

automated redaction of assets
The system shall (ERA18.8.1.3)(D) provide the capability to delete NARA rules and guidance for the

automated redaction of assets
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The system shall (ERA18.8.2)(D) provide the capability for a user to assess the automatic redaction of

an asset
The system shall (ERA18.9)(D) provide the capability to display the disposition agreement for the

electronic record being redacted

The system shall (ERA18.10)(D) provide the capability to identify the redacted versions of assets

The system shall (ERA19)(D) provide the capability to search the assets it contains

The system shall (ERA19.1)(D) provide the capability for the user to select the characteristics of a
search against the assets it contains

The system shall (ERA19.1.1)(D) provide the capability for the user to enter the criteria for the search
The system shall (ERA19.1.2)(D) provide the capability to search by geographic information

The system shall (ERA19.1.3)(D) provide the capability to search by subject

The system shall (ERA19.1.3.1)(D) provide the capability for a free text search against a controlled list
of subjects

The system shall (ERA19.1.4)(D) provide the capability to search by time period

The system shall (ERA19.1.4.1)(D) provide the capability to search by range of dates

The system shall (ERA19.1.5)(D) provide the capability to search by accession number

The system shall (ERA19.1.5.1)(D) provide the capability for a free text search against accession
number

The system shall (ERA19.1.6)(D) provide the capability to search by transferring entity

The system shall (ERA19.1.7)(D) provide the capability to search by government function

The system shall (ERA19.1.8)(D) provide the capability to search by government line of business
The system shall (ERA19.1.9)(D) provide the capability to search by asset type

The system shall (ERA19.1.10)(D) provide the capability to search by geospatial identifiers

The system shall (ERA19.1.11)(l) provide the capability to search by any element defined in the asset's
template

The system shall (ERA19.1.12)(D) provide the capability to search by media type

The system shall (ERA19.1.12.1)(D) provide the capability for a search against a controlled list of input
media types

The system shall (ERA19.1.13)(D) provide the capability to search by record type

The system shall (ERA19.1.13.1)(D) provide the capability for a search against a controlled list of
record types

The system shall (ERA19.1.14)(D) provide the capability to search descriptions by description unique
identifier

The system shall (ERA19.1.15)(D) provide the capability to search by title

The system shall (ERA19.1.16)(D) provide the capability for keyword searching

The system shall (ERA19.1.17)(D) provide the capability for exact phrase searching

The system shall (ERA19.1.18)(D) provide the capability for concept-based searching

The system shall (ERA19.1.19)(D) provide the capability for Boolean searching

The system shall (ERA19.1.19.1)(D) provide the capability to use Boolean operators within search
criteria

The system shall (ERA19.1.20)(D) provide the capability for proximity searching

The system shall (ERA19.1.20.1)(D) provide the capability to use proximity operators within search

criteria
The system shall (ERA19.1.21)(D) provide the capability to search based on the frequency of access

to assets by other researchers doing similar searches
The system shall (ERA19.1 21.1)(D) provide the capability to order search resuits on the basis of

frequency of access
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The system shall (ERA19.1.21.2)(D) capture information about how frequently an asset is accessed (“
The system shall (ERA19.1.21.3)(D) provide the capability to search on the basis of frequency of
access to assets by similar searches

The system shall (ERA19.1.22)(D) provide the capability for automated question-and-answer searching

based on searches performed frequently
The system shall (ERA19.1.22.1)(D) provide the capability to recommend search criteria based on

frequently performed searches

The system shall (ERA19.1.22.2)(D) provide the capability for a user to refine a search by
incorporating the recommended search criteria

The system shall (ERA19.1.22.3)(D) provide the capability for the user to skip a recommendation in the

question-and-answer process
The system shall (ERA19.1.22.4)(D) provide the capability for the user to end the question-and-answer

process after each search
The system shall (ERA19.1.23)(D) provide the capability to search only for descriptions that refer to

electronic records

The system shall (ERA19.1.24)(D) provide the capability to use wildcard characters in searches

The system shall (ERA19.1.25)(D) provide the capability for searching records lifecycle data

The system shall (ERA19.1.26)(D) provide the capability for searching authority sources for people
The system shall (ERA19.1.26.1)(D) provide the capability for searching authority sources for names
The system shall (ERA19.1.26.2)(D) provide the capability for searching authority sources for titles
The system shall (ERA19.1.27)(D) provide the capability for searching authority sources for

organizations
The system shall (ERA19.1.28)(D) provide the capability for the use of designated "stop words" that

are disregarded during searches C

The system shall (ERA19.1.28.1)(D) provide the capability for a user to view the stop word list

The system shall (ERA19.1.28.2)(D) provide the capability for a user to update the stop word list
The system shall (ERA19.1.28.3)(D) provide the capability to apply an index of "stop words" that are
disregarded during searches

The system shall (ERA19.1.29)(D) provide the capability to search by transfer

The system shall (ERA19.1.30)(D) provide the capability to search by organizations

The system shall (ERA19.1.31)(D) provide the capability to use the results of an authority source
search within the search criteria of a search against assets

The system shall (ERA19.1.32)(A) be extensible to search against new authority source types.

The system shall (ERA19.2)(D) provide the capability to search for assets based on their contents
The system shall (ERA19.2.1)(D) provide the capability to perform content-based searches within a

selected set of assets
The system shall (ERA19.2.2)(D) provide the capability to perform content-based searches within

supported data types
The system shall (ERA19.2.3)(D) provide the capability to manage content-based search processing

independently of other system functions
The system shall (ERA19.3)(D) provide the capability to search through hierarchies of information

The system shall (ERA19.3.1)(D) provide the capability to navigate from a description to an individual

electronic record
The system shall (ERA19.3.1.1)(D) provide the capability to navigate from a description to an individual

electronic record the description describes
The system shall (ERA19.3.2)(D) provide the capability to navigate from an individual electronic record

to an associated description
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The system shall (ERA19.3.2.1)(D) provide the capability to navigate from an individual electronic
record to descriptions which describe the record
The system shall (ERA19.3.3)(D) provide the capability to navigate from a description to a set of

electronic records
The system shall (ERA19.3.3.1)(D) provide the capability to navigate from a description to sets of

records the description describes
The system shall (ERA19.3.4)(D) provide the capability to navigate from a set of electronic records to a

description of the set
The system shall (ERA19.3.5)(D) provide the capability to navigate through all levels of records

lifecycle data while searching

The system shall (ERA19.3.5.1)(D) provide the capability to navigate from one level of records lifecycle
data to related levels of records lifecycle data

The system shall (ERA19.3.6)(D) provide the capability to navigate through all levels of sets of records

while searching
The system shall (ERA19.3.7)(D) provide the capability to navigate from a description to a description

of the description’s creator

The system shall (ERA19.4)(D) provide NARA-created default searches

The system shall (ERA19.4.1)(D) provide the capability for users to select a NARA default search from
among available searches

The system shall (ERA19.4.2)(D) run the user-selected NARA default search

The system shall (ERA19.4.3)(D) provide the capability for authorized users to create default searches
The system shall (ERA19.4.4)(D) provide the capability for authorized users to update default searches
The system shall (ERA19.4.5)(D) provide the capability for authorized users to delete default searches
The system shall (ERA19.5)(D) provide the capability for the user to select the search complexity level,
from simple single-variable searches to multi-variable complex searches

The system shall (ERA19.5.1)(D) provide the capability for the user to perform a simple search using

single variable searches
The system shall (ERA19.5.2)(D) provide the capability for the user to perform a search using multiple

variables
The system shall (ERA19.5.3)(D) use a default complexity level if the user has not selected a

complexity level

The system shall (ERA19.6)(A) provide the capability to control search run times

The system shall (ERA19.6.1)(A) limit search run times in a pre-emptive manner

The system shall (ERA19.6.1.1)(D) provide the capability to refuse execution of a search when the
estimated run time exceeds the limit for the run time

The system shall (ERA19.6.1.2)(D) stop a search process when it exceeds the limit for its run time
The system shall (ERA19.6.2)(D) provide the capability for users to adjust search run time limits

The system shall (ERA19.6.2.1)(D) assign a default value as the run time limit for a search if no other

value is provided
The system shall (ERA19.6.2.2)(D) provide the capability for a user to set a run time limit on a search

that is lower than the default value

The system shall (ERA19.6.2.3)(D) provide the capability to assign default and maximum search run
time limits to users and groups of users

The system shall (ERA19.7)(D) provide information to the user while the search is in progress

The system shall (ERA19.7.1)(D) provide a search progress indicator

The system shall (ERA19.7.1.1)(D) provide the capability to assess the progress of a search process
The system shall (ERA19.7.2)(D) display the search parameters selected by the user
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The system shall (ERA19.7.2.1)(D) display the search criteria selected by the user while the search is (

in progress
The system shall (ERA19.7.3)(D) provide an estimate to the user of how long the search will take to

execute

The system shall (ERA19.7.3.1)(D) estimate how long the search will take to execute

The system shall (ERA19.7.4)(D) notify the user when the search is complete

The system shall (ERA19.7.4.1)(D) notify the user when a search ends before it is complete

The system shall (ERA19.8)(D) present the search results set to the user

The system shall (ERA19.8.1)(D) display a search results set that includes all assets meeting the
search criteria

The system shall (ERA19.8.1.1)(D) display a message when the result set is empty

The system shall (ERA19.8.1.2)(D) display a search results set that includes references to all assets
meeting the search criteria

The system shall (ERA19.8.2)(D) display an explanation for the reason for withholding assets

The system shall (ERA19.8.2.1)(D) exclude from display withheld assets

The system shall (ERA19.8.2.2)(D) provide the capability to display an explanation for the reason for

withholding assets
The system shall (ERA19.8.3)(D) exclude from display assets whose existence cannot be disclosed to

the requesting user
The system shall (ERA19.8.4)(D) display the total number of results in the result set returned by the

search

The system shall (ERA19.8.4.1)(D) display the total number of results in the result set returned by the
search, excluding assets whose existence cannot be disclosed to the requesting user

The system shall (ERA19.8.5)(D) provide the capability for the user to select the quantity of search

results to be presented in the results set C
The system shall (ERA19.8.5.1)(D) use a default value for the quantity of search results to be
presented in the results set if the user has not selected one

The system shall (ERA19.8.5.2)(D) provide the capability to limit the quantity of search results in the

result set
The system shall (ERA19.8.5.3)(D) provide the capability to create a default value for the quantity of

search results to be presented in the result set

The system shall (ERA19.8.5.4)(D) provide the capability to update the default value for the quantity of
search results to be presented in the result set

The system shall (ERA19.8.5.5)(D) provide the capability for the user to select the quantity of search
results to be presented in the results set at one time

The system shall (ERA19.8.6)(D) provide the capability for users to select the order in which the result

set is presented
The system shall (ERA19.8.6.1)(D) order the result set by a default order if the user has not selected a

presentation order
The system shall (ERA19.8.6.2)(D) provide the capability for a user to select the order in which the

result set is presented from a finite set of choices

The system shall (ERA19.8.7)(D) provide the capability to rank the results of the search by relevance
The system shall (ERA19.8.7.1)(D) provide the capability to assign each result a relevancy score
The system shall (ERA19.8.8)(D) present the search results set at user-selectable levels of detail
The system shall (ERA19.8.8.1)(D) present the search results set at a default level of detail if no level

has been selected by the user
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The system shall (ERA19.8.9)(D) indicate different versions of a record included in the search result
set

The system shall (ERA19.8.10)(D) provide the capability to generate intermediate result sets for
content-based searches without stopping the search

The system shall (ERA19.9)(D) provide the capability for a user to refine a search

The system shall (ERA19.9.1)(D) provide the capability to search within the result set returned by the

initial search
The system shall (ERA19.9.1.1)(D) provide a "more like this" capability to refine a search for more

assets similar to those returned by the search
The system shall (ERA19.9.1.1.1)(D) provide the capability to refine a search by looking for assets

similar to those selected in a resulit set
The system shall (ERA19.9.1.2)(D) provide the capability to refine a search using any search criteria

available in the system '
The system shall (ERA19.9.1.3)(D) provide the capability to search within the result set returned by the

preceding search
The system shall (ERA19.9.2)(D) provide the capability to stop a search in progress in order to refine

the search

The system shall (ERA19.9.2.1)(D) provide the capability to refine a search once it has been stopped
The system shall (ERA19.10)(D) provide the capability for the user to select the assets they wish to
access from among the search results set

The system shall (ERA19.11)(D) provide the capability to save a search

The system shall (ERA19.11.1)(D) provide the capability for the user to select a saved search from

their saved searches
The system shall (ERA19.11.1.1)(D) provide the capability for users to select a saved search from a list

of their saved searches

The system shall (ERA19.11.2)(D) provide the capability to run saved searches

The system shall (ERA19.11.3)(D) provide the capability for users to save the set of criteria that
defines a search

The system shall (ERA19.12)(D) provide the capability for users to store results sets over time
The system shall (ERA19.12.1)(D) provide the capability to store search results

The system shall (ERA19.12.2)(D) provide the capability to save selected portions of results sets
The system shall (ERA19.12.3)(D) maintain a search results set for a specified period of time
The system shall (ERA19.13)(D) manage mediated searches

The system shall (ERA19.13.1)(D) provide the capability to request a mediated search

The system shall (ERA19.13.2)(D) provide the capability for mediated searchers to dialog with search

requestors about their mediated search
The system shall (ERA19.13.3)(D) provide the capability to manage mediated search request

responses
The system shall (ERA19.13.3.1)(D) provide the capability to capture a mediated search request

response
The system shall (ERA19.13.3.2)(D) provide the capability to retrieve a mediated search request

response
The system shall (ERA19.13.3.3)(D) provide the capability to refine a mediated search request

response
The system shall (ERA19.13.3.4)(D) provide the capability to delete a mediated search request

response
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The system shall (ERA19.13.3.5)(D) provide the capability to forward the results of a mediated search {

request to the requestor
The system shall (ERA19.13.3.6)(D) provide the capability for a requestor to view the resuits of a

mediated search

The system shall (ERA19.13.4)(D) provide the capability to prioritize mediated searches

The system shall (ERA19.13.4.1)(D) provide the capability to schedule a mediated search request

The system shall (ERA19.13.4.2)(D) provide the capability to set the prioritization of a mediated search
request

The system shall (ERA20)(D) provide access to the assets it contains

The system shall (ERA20.1)(D) provide the capability to electronically present all electronic record

types
The system shall (ERA20.1.1)(D) provide the capability for a user to select a presentation of a record

from among available formats
The system shall (ERA20.1.1.2)(D) provide the capability to transform a persistent format into a format

for presentation

The system shall (ERA20.1.1.3)(T) provide the capability to add support for new presentation formats
The system shall (ERA20.1.2)(T) provide the capability to provide tools to the user to present records
in selected formats

The system shall (ERA20.1.3)(D) provide the capability to specify the hardware and software
requirements to the user to present a record

The system shall (ERA20.1.4)(D) provide the capability to present text

The system shall (ERA20.1.5)(D) provide the capability to present still images

The system shall (ERA20.1.6)(D) provide the capability to present digital audio

The system shall (ERA20.1.7)(D) provide the capability to present digital video (.

The system shall (ERA20.1.8)(D) provide the capability to present line vector images

The system shall (ERA20.1.9)(D) provide the capability to present structured data

The system shall (ERA20.2)(D) provide the capability for users to request copies of assets

The system shall (ERA20.2.1)(D) provide the capability for a user to create an order for copies of
assets

The system shall (ERA20.3)(D) provide the capability to output copies of all assets

The system shall (ERA20.3.1)(D) provide the capability to output all assets to media

The system shall (ERA20.3.1.1)(D) print address labels for media orders

The system shall (ERA20.3.1.2)(D) print packing lists for media orders

The system shall (ERA20.3.2)(D) provide the capability to print all printable assets

The system shall (ERA20.3.2.1)(D) provide the capability to print assets identified by the system as
printable

The system shall (ERA20.3.3)(A) be extensible to output assets based on additional digital adaptations
The system shall (ERA20.4)(D) provide access to assets independently of the hardware with which

they were created
The system shall (ERA20.4.1)(D) provide the capability to output assets independently of the hardware

with which they were created
The system shall (ERA20.4.2)(D) provide the capability to electronically present assets independently

of the hardware with which they were created
The system shall (ERA20.4.2.1)(D) provide the capability to define device specifications necessary to

electronically present a record in the format chosen by a user

P
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The system shall (ERA20.4.2.2)(D) provide the capability to electronically present assets, as required
by the relevant preservation and service plan, independently of the hardware with which they were

created
The system shall (ERA20.5)(D) provide access to assets independently of the software with which they

were created
The system shall (ERA20.5.1)(D) provide the capability to output assets independently of the software

with which they were created
The system shall (ERA20.5.2)(D) provide the capability to electronically present assets independently

of the software with which they were created
The system shall (ERA20.5.2.1)(D) provide the capability to present assets retained in persistent object

formats

The system shall (ERA20.5.2.2)(D) provide tools to the user to support electronic presentation of
assets independently of the software with which they were created

The system shall (ERA20.6)(D) provide the capability to access an entire electronic record

The system shall (ERA20.7)(D) provide the capability to access a set of electronic records

The system shall (ERA20.8)(D) provide the capability to access a portion of an electronic record

The system shall (ERA20.9)(D) provide the capability to access all digital components of an electronic

record
The system shall (ERA20.10)(D) provide the capability to output assets in formats selected by the user

from available choices
The system shall (ERA20.10.1)(D) provide the capability for users to select the output format of

selected assets from among available formats
The system shall (ERA20.10.2)(D) output certified copies of electronic records in formats selectable by

the user from available choices
The system shall (ERA20.10.2.1)(D) provide the capability for a user to assess the authenticity of a

record

The system shall (ERA20.10.2.1.1)(D) assist in determining the authenticity of a copy of a record

The system shall (ERA20.10.2.2)(D) provide the capability to apply a certificate of authenticity

The system shall (ERA20.10.3)(D) output certified copies of electronic records on media selectable by

the user from available choices
The system shall (ERA20.10.4)(D) provide the capability to output selected asset formats via

telecommunications

The system shall (ERA20.11)(A) maintain the authenticity of an electronic record during access
The system shall (ERA20.11.1)(D) maintain electronic record content during access

The system shall (ERA20.11.2)(D) maintain electronic record specified behavior during access

The system shall (ERA20.11.3)(D) maintain electronic record context during access

The system shall (ERA20.11.4)(D) maintain electronic record structure during access

The system shall (ERA20.11.5)(D) maintain electronic record presentation during access

The system shall (ERA20.11.6)(D) provide the capability to present digital components of electronic

records individually
The system shall (ERA20.11.7)(D) provide the capability to output digital components of electronic

records individually
The system shall (ERA20.11.8)(D) provide the capability to present electronic records composed of .

multiple digital components
The system shall (ERA20.11.9)(D) provide the capability to output electronic records composed of

multiple digital components
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The system shall (ERA20.11.10)(A) provide the capability to maintain the essential attributes that (
support the authenticity of an electronic record during access
3.7 USER INTERFACE (ERA21)

The system shall (ERA21)(D) provide a user interface

The system shall (ERA21.1)(D) provide default workbenches tailored to users’ roles

The system shall (ERA21.1.1)(D) display the appropriate default workbench based on a user’s
registration information

The system shall (ERA21.1.2)(D) provide the capability to create default workbenches

The system shall (ERA21.1.3)(D) provide the capability to modify default workbenches

The system shall (ERA21.1.4)(D) provide the capability to delete default workbenches

The system shall (ERA21.2)(D) provide the capability for users to customize their workbenches

The system shall (ERA21.2.1)(D) provide the capability for users to customize their user workbench by

adding tools to the default workbench
The system shall (ERA21.2.2)(D) provide the capability for users to customize their user workbench by

removing tools from the default workbench
The system shall (ERA21.2.3)(D) provide the capability for users to customize the appearance of their

workbench
The system shall (ERA21.2.4)(T) remember the most recent customization to a user’s workbench as

that user’'s default workbench

The system shall (ERA21.3)(D) provide the capability for users to select among available workbenches
The system shall (ERA21.4)(T) maintain workbench configuration across user sessions

The system shall (ERA21.5)(D) provide the capability for configurable user interfaces

The system shall (ERA21.6)(A) provide the capability for foreign language extensibility such that the
user interface could contain foreign language text in the future without major redesign ( :
The system shall (ERA21.6.1)(D) provide the capability to present the user interface in English (North
American)

The system shall (ERA21.6.2)(D) provide the capability to present the user interface in foreign
languages that are read left to right, top to bottom, and composed of characters

The system shall (ERA21.6.3)(D) provide the capability to present the user interface in foreign
languages that are read left to right, bottom to top, and composed of characters

The system shall (ERA21.6.4)(D) provide the capability to present the user interface in foreign
languages that are read right to left, top to bottom, and composed of characters

The system shall (ERA21.6.5)(D) provide the capability to present the user interface in foreign
languages that are read right to left, bottom to top, and composed of characters

The system shall (ERA21.6.6)(D) provide the capability to present the user interface in foreign
languages that are composed of ideographs

The system shall (ERA21.7)(D) provide a user interface capable of electronically presenting all
supported types of electronic records

The system shall (ERA21.8)(D) accept input of information by users

The system shall (ERA21.8.1)(T) check information entered by users

The system shall (ERA21.8.1.1)(T) validate information entered by users for data type

The system shall (ERA21.8.1.2)(T) validate information entered by users for data ranges

The system shall (ERA21.8.1.3)(T) validate information entered by users against pre-defined

constraints
3.8 ADMINISTRATION (ERA22-ERA28)

The system shall (ERA22)(D) provide the capability for user registration
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The system shall (ERA22.1)(D) provide the capability to register users

The system shall (ERA22.1.1)(T) register user types

The system shall (ERA22.1.2)(T) associate registered users with user groups

The system shall (ERA22.1.3)(T) establish a user account for each registered user

The system shall (ERA22.2)(D) collect information from the user during registration

The system shall (ERA22.2.1)(D) coliect name from the user during registration

The system shall (ERA22.2.2)(D) collect contact information from the user during registration
The system shall (ERA22.2.3)(D) collect security clearance information from the user during

registration
The system shall (ERA22.2.4)(D) collect information on whether the user is a stakeholider in an equity

holder from the user during registration

The system shall (ERA22.2.5)(D) collect job role information from the user during registration

The system shall (ERA22.2.6)(D) collect proof of identity information from the user during registration
The system shall (ERA22.2.6.1)(D) indicate when a user needs to be physically present to provide

proof of identity information
The system shall (ERA22.2.6.2)(D) indicate when a user can supply proof of identity information

without being physically present
The system shall (ERA22.2.7)(D) collect information identifying the individual being registered as a

transferring entity during registration
The system shall (ERA22.2.7.1)(D) collect information identifying the individual being registered as a

representative of a transferring entity during registration
The system shall (ERA22.2.8)(D) provide the capability for NARA users to determine what information

is collected during registration

The system shall (ERA22.2.9)(T) provide the capability to verify user supplied information before
granting access privileges

The system shall (ERA22.3)(D) manage user accounts

The system shall (ERA22.3.1)(D) provide the capability to create user accounts

The system shall (ERA22.3.1.1)(D) provide the capability to create user accounts automatically
The system shall (ERA22.3.2)(D) provide the capability to access user accounts

The system shall (ERA22.3.3)(D) provide the capability to update user accounts

The system shall (ERA22.3.4)(D) provide the capability to delete user accounts

The system shall (ERA22.3.5)(D) provide the capability to suspend user accounts

The system shall (ERA22.3.6)(D) provide the capability to reactivate suspended user accounts
The system shall (ERA22.3.7)(D) provide the capability for the renewal of user registrations

The system shall (ERA22.3.8)(D) expire user accounts

The system shall (ERA22.3.9)(D) provide the capability for users to cancel their accounts

The system shall (ERA22.3.10)(D) provide the capability for users to update their account information
The system shall (ERA22.3.10.1)(D) provide the capability for users to request updates for those
attributes of their account information that do require verification

The system shall (ERA22.3.10.2)(D) provide the capability for users to update those attributes of their
account information that do not require verification

The system shall (ERA23)(D) provide user assistance

The system shall (ERA23.1)(D) manage user assistance

The system shall (ERA23.1.1)(D) provide the capability to create user assistance functions

The system shall (ERA23.1.2)(D) provide the capability to access user assistance functions

The system shall (ERA23.1.3)(D) provide the capability to update user assistance functions

The system shall (ERA23.1.4)(D) provide the capability to delete user assistance functions
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The system shall (ERA23.2)(D) provide help screens

The system shall (ERA23.2.1)(D) provide the capability for field explanation assistance

The system shall (ERA23.2.2)(D) provide the capability for glossary assistance

The system shall (ERA23.2.3)(D) provide the capability to display Frequently Asked Questions

The system shall (ERA23.2.4)(D) provide help desk contact Information

The system shall (ERA23.2.5)(D) provide the capability for searching tips

The system shall (ERA23.3)(D) provide help desk support functions

The system shall (ERA23.3.1)(D) provide the capability to interface with the NARA Help Desk to
receive a ticket according to the the Interface Requirements Specification

The system shall (ERA23.3.2)(D) provide the capability to escalate a ticket between the ERA Help
Desk tiers

The system shall (ERA23.3.3)(D) provide the capability to track ticket escalations

The system shall (ERA23.3.4)(D) provide the capability to open a ticket

The system shall (ERA23.3.5)(D) provide the capability to close a ticket

The system shall (ERA23.3.6)(D) provide the capability to update a ticket

The system shall (ERA23.3.7)(D) provide the capability to notify the user of changes to the ticket status
The system shall (ERA23.3.8)(D) provide the capability to notify the NARA Help Desk of changes to
the ticket status

The system shall (ERA23.3.9)(D) provide the capability to display a ticket

The system shall (ERA23.3.10)(D) provide the capability for users to create a Help Desk Request that
will be routed to the Help Desk

The system shall (ERA23.3.11)(D) provide the capability to report on help desk requests

The system shall (ERA23.4)(D) provide the capability for user training

The system shall (ERA23.4.1)(D) provide the capability for simulated user sessions C

The system shall (ERA23.4.1.1)(D) provide the capability for adaptive simulated user training sessions
for deployed ERA functions

The system shall (ERA23.4.2)(D) provide the capability for simulated administrator sessions

The system shall (ERA23.4.2.1)(D) provide the capability for Administrative Users to view adaptive
simulated administrator training sessions for deployed functions of ERA

The system shall (ERA23.5)(D) provide the capability to link to NARA resources from within ERA

The system shall (ERA23.6)(D) provide the capability to define specific user assistance products to

specific groups of users
The system shall (ERA23.7)(D) provide the capability to guide users through the steps of an ERA

process step-by-step

The system shall (ERA23.7.1)(D) provide the capability to display textual information to guide users
through the steps involved in performing ERA processes

The system shall (ERA23.8)(D) provide the capability for users to initiate a message to NARA staff
member(s) requesting assistance

The system shall (ERA24)(D) provide the capability for communications with users

The system shall (ERA24.1)(D) manage communications

The system shall (ERA24.1.1)(T) provide the capability to receive communications

The system shall (ERA24.1.2)(T) provide the capability to track communications

The system shall (ERA24.1.3)(D) provide the capability to categorize communications

The system shall (ERA24.1.4)(T) provide the capability to respond to communications

The system shall (ERA24.1.5)(T) provide the capability to prioritize communications

The system shall (ERA24.2)(D) provide the capability for dialoguing between NARA and users

The system shall (ERA24.2.1)(D) provide the capability to create team collaboration spaces

CDRL Number: 01 - System Requirements Specification (SyRS) —
December 08, 2005 62

LOCKHEED MART’NE¢

[RE T RE ROV —



Contract Number: NAMA-04-C-0007

The system shall (ERA24.2.2)(D) provide the capability to modify team collaboration spaces

The system shall (ERA24.2.3)(D) provide the capability to delete team collaboration spaces

The system shall (ERA24.2.4)(T) provide the capability to control access to team collaboration spaces
The system shall (ERA24.2.5)(T) provide the capability to limit the total storage allocated to a team
collaboration space

The system shall (ERA24.2.6)(D) provide the capability to persistently store collaboration objects

The system shall (ERA24.2.7)(D) provide the capability to edit persistently stored collaboration objects
The system shall (ERA24.2.8)(D) provide the capability to control versions of persistently stored
objects

The system shall (ERA24.2.9)(D) provide the capability for persistently stored collaboration objects to
be addressed using Uniform Resource Identifier links

The system shall (ERA24.2.10)(D) provide the capability for users to modify the status of persistently
stored collaboration objects

The system shall (ERA24.2.11)(D) provide the capability to add entries to a contact registry

The system shall (ERA24.2.12)(D) provide the capability to modify entries in a contact registry

The system shall (ERA24.2.13)(D) provide the capability to delete users from a contact registry

The system shall (ERA24.2.14)(D) provide the capability for threaded discussions

The system shall (ERA24.2.15)(D) provide the capability for a calendar

The system shall (ERA24.2.16)(D) provide the capability to post events to a calendar

The system shall (ERA24.2.17)(D) provide the capability to update a calendar event

The system shall (ERA24.2.18)(D) provide the capability to delete events from a calendar

The system shall (ERA24.2.19)(D) provide the capability to control access to a calendar

The system shall (ERA24.2.20)(D) provide the capability to post a message to a Bulletin Board

The system shall (ERA24.2.21)(D) provide the capability to subscribe to a Bulletin Board

The system shall (ERA24.2.22)(D) provide the capability to unsubscribe to a Bulletin Board

The system shall (ERA24.3)(D) notify users of system events

The system shall (ERA24.3.1)(D) provide the capability to notify users about scheduled system
maintenance

The system shall (ERA24.3.2)(D) provide the capability to notify users about delayed response time
The system shall (ERA24.3.3)(D) notify users when system services are affected by system events
The system shall (ERA24.3.4)(D) notify users when system resources are affected by system events
The system shall (ERA24.4)(D) provide the capability to generate notices for other systems

The system shall (ERA24.4.1)(D) provide the capability to generate notices for other systems
according to the Interface Requirements Specification

The system shall (ERA24.5)(D) generate notices to users

The system shall (ERA24.5.1)(D) provide the capability to notify a transferring entity of the results of
system events

The system shall (ERA24.5.2)(D) provide the capability to notify a list of users regarding system events
The system shall (ERA24.5.3)(D) provide the capability to notify users about the progress of system

events
The system shall (ERA24.5.4)(D) provide the capability to notify users when they have been denied

access to assets

The system shalil (ERA24.5.5)(D) provide the capability to notify users of upcoming events
The system shall (ERA24.6)(D) provide the ability for users to manage notices

The system shall (ERA24.6.1)(D) provide the capability to manage standard language notices
The system shall (ERA24.6.2)(D) provide the capability to manage ad hoc notices

The system shall (ERA24.6.3)(D) provide the capability for users to create notices
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The system shall (ERA24.6.4)(D) provide the capability for users to save notices

The system shall (ERA24.6.5)(D) provide the capability for users to edit notices

The system shall (ERA24.6.6)(D) provide the capability for users to delete notices

The system shall (ERA24.6.7)(D) provide the capability for users to specify recipients of notices

The system shall (ERA24.6.8)(T) provide the capability for users to send notices

The system shall (ERA25)(D) maintain an event log

The system shall (ERA25.1)(T) provide the capability to log all system events

The system shall (ERA25.2)(T) provide the capability for NARA to select which information to log in the

event log
The system shall (ERA25.3)(T) provide the capability for NARA to define categories of event log

information
The system shall (ERA25.3.1)(T) provide the capability to define categories of COTS event log

information
The system shall (ERA25.3.2)(T) provide the capability to define categories of event log information for

ERA services

The system shall (ERA25.4)(T) provide the capability for NARA to define the retention period for
categories of event log information

The system shall (ERA25.4.1)(T) provide the capability to archive event log information

The system shall (ERA25.4.2)(T) provide the capability to delete event log information by categories
according to retention period

The system shall (ERA25.5)(D) make event log information available upon request

The system shall (ERA25.5.1)(D) be capable of providing event log information for specific electronic
records

The system shall (ERA25.6)(T) provide the capability to completely expunge event log information
The system shall (ERA25.6.1)(T) provide the capability to completely expunge event log information
pertaining to an individual electronic record from the event log

The system shall (ERA25.6.2)(T) provide the capability to completely expunge event log information
pertaining to sets of electronic records from the event log

The system shall (ERA25.7)(l) manage the electronic records created by itself

The system shall (ERA25.7.1)(l) provide the capability to maintain records related to any records

lifecycle transaction

The system shall (ERA26)(D) provide reporting capability

The system shall (ERA26.1)(D) provide the capability to manage reports

The system shall (ERA26.1.1)(D) provide the capability to create reports

The system shall (ERA26.1.1.1)(D) provide the capability to automatically create routine reports
The system shall (ERA26.1.1.2)(D) provide the capability to create ad hoc reports

The system shall (ERA26.1.2)(D) provide the capability to modify reports

The system shall (ERA26.1.2.1)(D) provide the capability for users to modify ad hoc reports
The system shall (ERA26.1.2.2)(D) provide the capability for authorized users to modify routine reports
The system shall (ERA26.1.3)(D) provide the capability to save reports

The system shall (ERA26.1.3.1)(D) provide the capability to save a report to a file

The system shall (ERA26.1.4)(D) provide the capability to delete reports

The system shall (ERA26.1.5)(D) provide the capability to display reports

The system shall (ERA26.1.6)(D) provide the capability to print reports

The system shall (ERA26.2)(D) provide the capability to select reports

The system shall (ERA26.2.1)(D) provide the capability to select routine reports

The system shall (ERA26.2.2)(D) provide the capability to select saved ad hoc reports
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The system shall (ERA26.3)(D) provide the capability to select report contents

The system shall (ERA26.3.1)(D) provide the capability to include any log event in a report

The system shall (ERA26.3.2)(T) provide the capability to include the results of any system service in a
report

The system shall (ERA26.3.3)(D) provide the capability to include electronic records in a report

The system shall (ERA26.3.3.1)(D) provide the capability for a user to attach an electronic record file to

a report
The system shall (ERA26.3.3.2)(D) provide the capability for a user to insert text from an electronic

record into a predefined text report
The system shall (ERA26.3.3.3)(D) provide the capability for a user to insert graphics from an

electronic record into a report
The system shall (ERA26.3.3.4)(D) provide the capability for a user to insert references to assets into a

report

The system shall (ERA26.3.4)(D) provide the capability to combine report contents

The system shall (ERA26.3.5)(T) provide the capability to customize report formats

The system shall (ERA26.3.5.1)(T) provide the capability for users to customize ad hoc report formats
The system shall (ERA26.3.5.2)(T) provide the capability for authorized users to customize routine
report formats

The system shall (ERA26.3.6)(D) provide the capability to graphically represent report results

The system shall (ERA26.3.6.1)(D) provide the capability to graphically represent numerically based
report results

The system shall (ERA26.3.7)(D) provide the capability to present report results in tables

The system shall (ERA26.4)(D) provide the capability to output report results

The system shall (ERA26.4.1)(D) provide the capability to output reports to media

The system shall (ERA26.4.1.1)(D) provide the capability to output reports to approved media types
The system shall (ERA26.4.2)(D) provide the capability to present reports via the user interface

The system shall (ERA26.4.3)(D) provide the capability to output reports to other systems

The system shail (ERA26.4.3.1)(D) provide the capability to output report files to other systems in
accordance with the the Interface Requirements Specification

The system shall (ERA26.5)(D) provide the capability to make reports available to other users

The system shall (ERA26.5.1)(D) provide the capability to allow users to share ad hoc report definitions
The system shall (ERA27)(l) provide systems administration capabilities

The system shall (ERA27.1)(I) provide tools to support system level testing

The system shall (ERA27.1.1)(l) provide the capability to designate test data

The system shall (ERA27.1.2)(T) provide the capability for complete deletion of test data from the

system without affecting other data
The system shall (ERA27.1.3)(T) provide the capability to track designated test data throughout the

system

The system shall (ERA27.1.4)(T) provide the capability to completely delete system artifacts resulting
from testing from the system without affecting other data

The system shall (ERA27.1.5)(1) provide the capability for monitoring during testing

The system shall (ERA27.2)(T) manage system failures

The system shall (ERA27.2.1)(T) identify failures

The system shall (ERA27.2.1.1)(T) provide the capability to automatically monitor system components
to gather system health information

The system shall (ERA27.2.1.2)(T) provide the capability to display performance and operational

conditions that are outside of tolerance thresholds
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The system shall (ERA27.2.1.3)(T) provide the capability to create notices when it detects conditions (

outside of tolerance thresholds

The system shall (ERA27.2.2)(T) isolate failures

The system shall (ERA27.2.2.1)(T) isolate failures to a site

The system shall (ERA27.2.2.2)(T) isolate failures to an instance

The system shall (ERA27.2.2.3)(T) isolate failures to hardware

The system shali (ERA27.2.2.4)(T) isolate failures to software

The system shall (ERA27.2.2.5)(T) isolate failures to power providers

The system shall (ERA27.2.2.6)(T) provide the capability to perform remote maintenance tasks on
individual components

The system shall (ERA27.2.2.7)(T) isolate failures to telecommunication providers

The system shall (ERA27.2.3)(T) resolve failures

The system shall (ERA27.2.3.1)(T) provide the capability for users to perform remote triage steps
The system shall (ERA27.2.3.2)(T) provide the capability for users to remotely reboot subsystem

components
The system shall (ERA27.2.3.3)(T) provide the capability for users to remotely update configuration

tables on subsystem components

The system shall (ERA27.2.3.4)(T) provide the capability for users to remotely deploy software
The system shall (ERA27.2.3.5)(T) provide the capability for users to replace select subsystem
components

The system shall (ERA27.2.4)(T) provide notification of failures

The system shall (ERA27.2.5)(T) provide consolidated application error logging

The system shall (ERA27.2.5.1)(T) provide the capability to gather application error data into a

persistent storage location
The system shall (ERA27.2.5.2)(D) provide the capability to create textual reports that list error ( :

messages
The system shall (ERA27.2.6)(D) provide consolidated COTS fault logging
The system shall (ERA27.2.6.1)(T) provide the capability to gather COTS error data into a persistent

storage location
The system shall (ERA27.2.6.2)(D) provide the capability to create textual reports that list COTS error

messages
The system shall (ERA27.3)(D) monitor overall system state in a consolidated manner

The system shall (ERA27.3.1)(D) monitor system workflow

The system shall (ERA27.3.2)(D) monitor system load

The system shall (ERA27.3.2.1)(D) provide the capability to monitor CPU utilization for subsystem

components
The system shall (ERA27.3.2.2)(D) provide the capability to monitor memory utilization for subsystem

components
The system shall (ERA27.3.2.3)(D) provide the capability to monitor thread utilization for subsystem

components

The system shall (ERA27.3.2.4)(D) provide the capability to monitor connection utilization for
subsystem components

The system shall (ERA27.3.2.5)(D) provide the capability to monitor bandwidth utilization for subsystem

components
The system shall (ERA27.3.3)(D) monitor system performance
The system shall (ERA27.3.3.1)(D) provide the capability to estimate file downioad time to the user

The system shall (ERA27.3.4)(D) monitor storage usage
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The system shall (ERA27.3.5)(D) monitor data requests
The system shall (ERA27.3.5.1)(D) provide the capability to monitor requests for data by user
The system shall (ERA27.3.5.2)(D) provide the capability to capture information about requests for

data
The system shall (ERA27.3.5.3)(D) provide the capability to generate access statistics based upon

requests for data

The system shall (ERA27.3.5.4)(D) provide the capability to create reports based upon information
about requests for data

The system shall (ERA27.3.6)(D) monitor the status of all its storage systems

The system shall (ERA27.3.7)(D) monitor the performance of all its storage systems

The system shall (ERA27.3.8)(D) present system monitoring data via a consistent operations user

interface
The system shalil (ERA27.3.8.1)(D) present system monitoring data for all subsystems using a

consistent user interface

The system shall (ERA27.4)(D) provide the capability to adjust system parameters

The system shall (ERA27.4.1)(T) adjust storage allocations

The system shall (ERA27.4.2)(T) balance system loads

The system shall (ERA27.4.3)(T) allocate resources

The system shall (ERA27.4.4)(D) de-aliocate resources

The system shall (ERA27.4.5)(D) report resources usage

The system shall (ERA27.4.6)(D) provide the capability to take resources off line

The system shall (ERA27.4.7)(D) provide the capability to bring resources on line

The system shall (ERA27.4.8)(D) present the system parameter controls via a consistent operations
user interface

The system shall (ERA27.4.8.1)(D) present the system parameter controls for all subsystems using a
consistent user interface

3.9 SYSTEM CHARACTERISTICS (ERA29-ERA33)

The system shall (ERA28)(T) provide logistics management capabilities

The system shall (ERA28.1)(T) provide inventory management

The system shall (ERA28.1.1)(T) provide spare parts inventory management

The system shall (ERA28.1.1.1)(T) provide the capability to monitor the spare parts inventory

The system shall (ERA28.1.1.2)(T) provide the capability to manage the replenishment of the spare
parts inventory

The system shall (ERA28.1.2)(T) provide consumables inventory management

The system shall (ERA28.1.2.1)(T) provide the capability to monitor all the consumables inventories for

ERA operations
The system shall (ERA28.1.2.2)(T) provide the capability to manage the replenishment of the

consumables inventories
The system shall (ERA28.1.3)(T) provide the capability to manage a system-wide inventory of all

hardware contained within ERA
The system shall (ERA28.1.4)(T) provide the capability to manage a system-wide inventory of all

software contained within ERA «
The system shall (ERA28.1.5)(T) provide the capability to manage a system-wide inventory of all ;

accountable office equipment within ERA
The system shall (ERA28.1.6)(T) provide the capability to manage a system-wide inventory of the .

Physical Plant equipment i
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The system shall (ERA28.2)(T) provide configuration management capabilities
The system shall (ERA28.2.1)(l) provide the capability for configuration management of the operational

hardware of ERA
The system shall (ERA28.2.2)(T) provide the capability for configuration management of the archival

software of ERA
The system shall (ERA28.2.2.1)(T) provide the capability for configuration management of the

developed software of ERA
The system shall (ERA28.2.2.2)(T) provide the capability for configuration management of the COTS

software of ERA
The system shall (ERA28.2.2.3)(T) provide the capability for configuration management of the

configuration files of ERA
The system shall (ERA28.2.3)(T) provide the capability for configuration management of the system

software of ERA
The system shall (ERA28.2.4)(1) provide the capability to migrate hardware upgrades into the

operational environment
The system shall (ERA28.2.5)(T) provide the capability to migrate software upgrades into the

operational environment

The system shall (ERA28.2.5.1)(T) provide the capability to schedule the migration of software
upgrades into the operational environment

The system shall (ERA28.2.5.2)(T) provide the capability to verify the migration of software upgrades

into the operational environment
The system shall (ERA28.2.5.3)(T) provide the capability to rollback software migration in case of a

failure

The system shall (ERA28.2.6)(l) provide configuration management to support the testing of ERA

The system shall (ERA28.2.7)(l) provide configuration management to support system documentation
The system shall (ERA28.2.8)(l) provide configuration management to support training materials

The system shall (ERA28.3)(T) provide the capability to schedule preventative maintenance for system
components

The system shall (ERA29)(D) manage user subscriptions to services

The system shall (ERA29.1)(D) provide the capability to manage user subscriptions

The system shall (ERA29.1.1)(D) provide the capability for the user to create subscriptions

The system shall (ERA29.1.1.1)(D) provide the capability for a user to select characteristics for a
subscription

The system shall (ERA29.1.1.2)(D) allocate a constant unique identifier for each subscription

The system shall (ERA29.1.2)(D) provide the capability for the user to modify subscriptions

The system shall (ERA29.1.3)(D) provide the capability for the user to delete subscriptions

The system shall (ERA29.1.4)(D) provide the capability for the user to suspend subscriptions

The system shall (ERA29.1.5)(D) provide the capability for the user to resume suspended
subscriptions

The system shall (ERA29.1.6)(D) provide the capability for the System Administrator to execute all
subscription management functions on behalf of the user

The system shall (ERA29.1.7)(D) provide the capability to display a list of a user's subscriptions

The system shall (ERA29.2)(T) provide the capability to manage subscription processing independently
of other system performance functions

The system shall (ERA29.2.1)(D) provide the capability to limit system resources available to a user for

subscription processing
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The system shall (ERA29.3)(D) provide the capability to execute any combination of services in
response to any combination of events

The system shall (ERA29.3.1)(D) provide the capability for any service to be eligible for subscription
The system shall (ERA29.3.1.1)(D) provide the capability to allow a user to identify services eligible for

subscription
The system shall (ERA29.3.2)(D) provide the capability for any system event to be eligible for

subscription
The system shall (ERA29.3.2.1)(D) provide the capability to allow an administrative user to identify

events eligible for subscription

The system shall (ERA29.3.3)(D) provide the capability to execute a combination of services from a list
of eligible services in response to a combination of events from a list of eligible events

The system shall (ERA29.4)(D) provide the capability to execute a subscription a specified number of

times
The system shall (ERA29.4.1)(D) provide the capability for the user to specify the number of times a

subscription is to be executed

The system shall (ERA29.4.1.1)(D) provide the capability for a user to specify the number of times a
subscription is to be executed when the subscription is created

The system shall (ERA29.4.1.2)(D) provide the capability for a user to specify the number of times a
subscription is to be executed when the subscription is modified

The system shall (ERA29.4.2)(D) delete subscriptions after they have been run the number of times
specified by the user

The system shall (ERA29.5)(D) provide the capability for subscriptions that are time based

The system shall (ERA29.5.1)(D) provide the capability to execute subscriptions at a specified future
time

The system shall (ERA29.5.2)(D) provide the capability to execute subscriptions at specified intervals
The system shall (ERA30)(D) provide service management

The system shall (ERA30.1)(T) provide the capability to queue services

The system shall (ERA30.2)(D) provide the capability to monitor services

The system shall (ERA30.3)(D) provide the capability to categorize services

The system shall (ERA30.4)(T) provide the capability to prioritize services

The system shall (ERA30.4.1)(T) provide the capability to prioritize different categories of services
The system shall (ERA30.4.2)(T) provide the capability to prioritize individual service executions within
a category of service

The system shall (ERA30.5)(T) provide the capability to preempt services

The system shall (ERA30.6)(D) provide the capability to suspend services

The system shall (ERA30.6.1)(D) provide the capability to suspend a service at the category level
The system shall (ERA30.6.2)(D) provide the capability to suspend an individual service’s execution

within a category of service
The system shall (ERA30.6.3)(D) provide the capability to resume any type of service that has been

suspended

The system shall (ERA30.7)(T) provide the capability to limit service execution times

The system shall (ERA30.7.1)(T) limit individual service execution run times in a pre-emptive manner
The system shall (ERA30.7.1.1)(T) provide the capability to limit individual service execution run times
in a pre-emptive manner based on user role

The system shall (ERA30.7.1.2)(T) provide the capability to limit individual service execution run times
in a pre-emptive manner based on fee-for-service

The system shall (ERA30.7.2)(D) provide the capability to adjust service execution run time limits
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The system shall (ERA30.8)(T) provide check-pointing
The system shall (ERA30.8.1)(T) store check-pointed system state information sufficient for full system

state recovery

The system shall (ERA30.8.2)(T) provide the capability to recover from a check-pointed point in time
The system shall (ERA30.8.2.1)(T) provide the capability to recover using check-pointed system state
information

The system shall (ERA30.9)(l) provide the capability for all services to be eligible for fee bearing status
The system shall (ERA30.9.1)(T) interface with external billing systems

The system shall (ERA30.9.1.1)(T) interface with NARA's external billing systems according to the the
Interface Requirements Specification

The system shall (ERA30.10)(D) estimate resource requirements for any ERA-provided service

The system shall (ERA30.10.1)(D) estimate labor time resources requirement for services

The system shall (ERA30.10.2)(D) estimate system resources requirements for services

The system shall (ERA30.11)(D) estimate execution time for any service

The system shall (ERA30.11.1)(D) estimate labor execution time for services

The system shall (ERA30.11.2)(D) estimate system execution time for services

The system shall (ERA30.12)(1) provide APls for all developed services

The system shall (ERA30.12.1)(l) provide service based interfaces for developed services

The system shall (ERA30.13)(D) provide the capability for a service registry

The system shall (ERA30.14)(D) provide the capability to terminate a service

The system shall (ERA30.15)(D) provide the capability to start a service

The system shall (ERA31)(A) meet or exceed specified performance requirements

The system shall (ERA31.1)(A) accommodate loads as specified in Appendix B, Table B-2, ERA
Record Volume Requirements

The system shall (ERA31.2)(A) be scalable to one exabyte of total storage without major design
changes

The system shall (ERA31.3)(A) be scalable to ten teraobjects without major design changes

The system shall (ERA31.4)(T) provide response time performance as specified in Appendix B, Table
B-3,ERA System Performance Requirements

The system shall (ERA32)(A) meet or exceed specified availability requirements

The system shall (ERA32.1)(A) meet or exceed availability requirements as specified in Appendix B,
Table B-1, ERA Availability Requirements

The system shall (ERA32.2)(l) have no single point of failure

The system shalil (ERA33)(A) be designed in the context of NARA's Enterprise Architecture

The system shall (ERA33.1)(T) comply with section 508 of the Rehabilitation Act of 1973

The system shall (ERA33.1.1)(T) comply with section 508 of the Rehabilitation Act of 1973, as
specified in the Human Factors Specification
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4. INTERFACES TO EXTERNAL SYSTEMS

The ERA System must interface with certain types (or classes) of external systems. The ERA
interface Requirements Document (IRD) describes these systems: “The systems that the ERA System
may have to interface with were primarily designed as stand-alone, single purpose, self-contained
applications and may not easily and efficiently support interfacing with ERA. Further, several of the
existing external systems are being considered for redesign, replacement by other systems, or
combination with other systems prior to ERA Initial Operating Capability (/0C).”*

Because of the potential for near-term volatility in the systems with which the ERA System will
interface, the ERA PMO has defined generic, abstract classes of external systems. The ERA System
will interface to these abstract interface classes, rather than to specific external systems directly.
Similarly, external systems will interface to the abstract interface classes, rather than to the ERA
System directly. By decoupling the ERA System from direct external system interfaces, the external
system owners gain the freedom to change their systems independently from the ERA System, as long

as they adhere to the abstract interface class contract.

' ERA RFP# NAMA-03-R-0018, Section J-2, Amendment 001, p. J2-1
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Figure 1 illustrates the four external system interfaces, and their relationship to the ERA System:

Figure 1 - ERA System External Interfaces
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The four abstract classes of external systems are:

¢ Financial Systems: The ERA System will have the capability to provide products and/or
services to users for a fee, which will require a financial transaction. The ERA System will
interface with external financial systems (such as GPEA) to provide this capability;

¢ Non-Electronic Records Tracking Systems: The ERA System will coordinate life cycle
management transactions (such as appraisal, disposition agreements, transfers, accessions)
for all records, including non-electronic records. The ERA System will interface with external
systems (such as RCPOS and MLR) to track the location and disposition non-electronic
records, to provide disposition instructions to these systems, and to confirm that the instructions

have been implemented;
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Help Desk Systems: The ERA System will provide help desk support for problems within its
system scope. The ERA System will interface to help desks for external systems (e.g.; the
NARA Help Desk) outside its scope to exchange and track help desk tickets; and

Transferring Entity Systems: The ERA System will provide the capability to transfer records
and records life cycle information from external systems. The ERA System will interface with

Transferring Entity systems to provide this capability.

The ERA System will provide:

Security functions that protect the messages and data on the interface and verify that only
appropriate external system connections are allowed;

Management of the availability of the system interface and ERA System service availability;

Enforcement of a message protocol that identifies the system providing the message and the
destination, and vice versa; and

Management of the performance and required resources of the interface and assurance that
the external system will not interfere with the ERA System service response times specified in

this SyRS.

There is another class of external systems: Administrative Reporting Systems. The ERA System will
not need to interface directly with this class of system; instead, Administrative Reporting Systems will

satisfy their requirements using the ERA System'’s reporting capabilities.
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Contract Number: NAMA-04-C-0007

ACRONYMS AND ABBREVIATIONS

Term or Acronym

Definition or Acronym Expansion

A Analysis

BER Bit Error Rate

BPR Business Process Re-engineering

CCB Change Control Board

CDRL Contract Data Requirements List

CM Configuration Management

CMRS Case Management Reporting System
CONOPS Concept of Operations

COTS Commercial Off-The-Shelf

CRUD Create, Read, Update, Delete

D Demonstration

DID Data ltem Description

DOORS Dynamic Object-Oriented Requirements System
EA Enterprise Architecture

EDAC Error Detection and Correction

ERA Electronic Records Archives

FAR Federal Acquisitions Regulations

FOIA Freedom of information Act

FRC Federal Records Center

FTP File Transfer Protocol

GB Gigabytes (1,024 Megabytes)

GFl Government Furnished Equipment
GPEA Government Paperwork Elimination Act

i inspection

/0 Input/Output

ID Identifier, Identification

IPT integrated Product Team

IRD Interface Requirements Document

IRS Interface Requirements Specification
LAN Local Area Network

LCC Lifecycle Cost

LM Lockheed Martin

LMTSS Lockheed Martin Transportation and Security Solutions
LS&C Local Services and Controls

MILS Multiple Independent Level Security
NARA National Archives and Records Administration
NV Not Verified

OFAS Order Fulfillment and Accounting System
OMPF Office of Military Personnel Files

PB Petabyte (1,024 terabytes)

CDRL Number: 01 - System Requirements Specification (SyRS)
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Contract Number: NAMA-04-C-0007

(\ Term or Acronym Definition or Acronym Expansion
PMO Program Management Office
PRA Presidential Records Act
PWS Performance Work Statement
RCPOS Records Center Program Operations System
RD Requirements Document
RFP Request for Proposal
RQM Requirements Management Plan
SADD System Architecture and Design Document
SBU Sensitive But Unclassified
SDR System Design Review
SEMP System Engineering Management Plan
SME Subject Matter Expert
SOA Service Oriented Architecture
SOC System Operation Center
SOW Statement of Work
SQA Software Quality Assurance
SRR System Requirements Review
SyRS System Requirements Specification
T Test
TAR Target Release Paper
TRM Technical Reference Model

. | UCD Use Case Document

Cf UML Unified Modeling Language
URI Uniform Resource Identifier
URL Uniform Resource Locator
URTS Unclassified Redaction and Tracking System
VCRM Verification Cross Reference Matrix
V&V Verification and Validation
WAN Wide Area Network
WWWwW World Wide Web

v
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APPENDIX 10. PERFORMANCE TABLES
Table 10-1: ERA Availability Requirements

Contract Number: NAMA-04-C-0007

LM SyRS, ERA Service Total Average Average Required Referenced
ERA Description Yearly | Yearly Service Yearly Service ERA
Service Hours Outage Time Service Up Availability Requirement
Number (hours) Time (hours)

ERA32.1-a | Access System 8760 1 8759 0.9999 ERA14, ERA21
Acknowledgme

ERA32.1-b | nt of System 8760 1 8759 0.9999 ERA14
Request

ERA32.1-¢c | Search Assets 8760 6 8754 0.9993 ERA19

ERA32.1-d | Access Assets | 8760 12 8748 0.0086 | ERA20, ERA10,

ERA13

User

ERA32.1-e | Communica- 8760 12 8748 0.9986 ERA24
tions

ERA32.1f | pIest-Fuman | g740 12 8748 0.9986 ERA16

C\ ided
i Media

ERA32.1-g Distribution 8760 40 8720 0.9954 ERA20
Ingest- )

ERA32.1-h Automated 8760 48 8712 0.9945 ERA15

ERA32.1-i | Redaction 8760 48 8712 0.9945 ERA18

.| Description of

ERA32.14j Assets 8760 48 8712 0.9945 ERA3

ERA32.1-k | Access Review 8760 48 8712 0.9945 ERA17
Coordinate

ERA32.1-l Templates 8760 48 8712 0.9945 ERA7
Coordinate

ERA32.1-m Dispositions 8760 48 8712 0.9945 ERA1
User

ERA32.1-n Registration 8760 48 8712 0.9945 ERA22

— CDRL Number: 01 - System Requirements Specification (SyRS)
A10-1
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Contract Number: NAMA-04-C-0007

Table 10-2: ERA Record Volume Requirements
Table 10-2 provides requirements parameters concerning transfer to ERA, accumulated archive
volumes, and concurrent number of users for the ERA system over time. Year references are for
calendar year periods
2007 | 2008 | 2009 2010 2011 2012 | 2013t | 2014%
Avg. Yearly Transfer
. . 2.29 2.87- 3.49 4.83 6.89 .9
Volume (PB) 3.58 | 1.90 9.98
- Electronic | 2.68 1.50 1.87 2.40 2.98 4.18 6.03 8.80
- Physical Media | 0.89 0.40 0.42 0.46 0.51 0.65 0.86 1.18
Avg. Yearly Distribution | , ;o | 555 | 305 | 374 456 | 571 | 734 | 969
Volume (PB)
- Electronic | 1.43 1.97 2.55 3.22 3.98 5.03 6.52 8.67
- Physical media | 0.36 042 047 0.52 0.58 0.67 0.82 1.03
Accumulated Holdings | , .o | 54a | 777 | 1064 | 1412 | 1895 | 2585 | 35.82
Volume (PB)
Avg. Num. of
Concurrent Users* 40 80 101 127 158 199 259 344
20151 | 20161 | 2017% | 2018t | 2019%f | 20201 | 2021t | 2022%
Avg. Yearly Transfer | |, 0| 1977 | 2523| 3463 4428| 5495| 57.73| 50.15 .
Volume (PB) C
- Electronic | 12.58 | 17.60 | 23.44 31.01 39.73 | 49.37 5192 | 53.23 -
- Physical Media 1.61 216 2.80 3.62 4.55 5.68 5.81 5.92
Avg. Yearly Distribution | ., | 4756| 2353| 31.33| 4123| 5343| 66.10| 78.97
Voiume (PB)
- Electronic | 11.68 | 1583 | 21.26 | 28.37 37.39| 4850 60.051 71.79
- Physical media | 1.32 173 227 2.96 3.84 493 6.05 7.18
Accumulated Holdings | . o1 | 5075 | o501/ 130.64 | 174.91| 22087 | 287.60 | 346.75
Volume (PB)
Avg. Num, of
Concurrent Users 463 627 843 1125 1482 1922 2380 2846
* Concurrent users are defined as the number of active sessions where archival system services
are being exercised. These services include but are not limited to obtaining records, record queries,
status checks, and logins and authorizations (See services as defined in Table 10-1). The average
number of concurrent users is the sum of all user activity across all instances of ERA.
Assume concurrent user “time slice” of nominally five (5) seconds.
T Out year values included for future consideration only
CDRL Number: 01 - System Requirements Specification (SyRS) (\ y
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Contract Number: NAMA-04-C-0007

C Table 10-3: ERA System Performance Requirements
' Table 10-3 lists requirements for peak system load capacity and system response requirements for
specific operations in seconds. Peak loads are a function of the number of average concurrent users
supported as defined in Table 10-2. Peak loads across all functional categories are cumulative (i.e.,
they are measured concurrently). Response Times are measured under nominal physical and

—

1

/
e

electronic distribution loads.

Category - Peak Number of " Specific Operation Response Time*
Requests to be . ST
Supported
Log-on and 1/3 of the total number | Account confirmation 5 sec
authorization of supported and authorization
concurrent users
Search 8 times the total Single attribute search 4 sec
number of supported within descriptions
concurrent users
5 times the total Muttiple attribute search | 7 sec
number of supported within descriptions
concurrent users
2 times the total Advanced (e.g., concept | 30 sec
C\' number of supported based and proximity)
! concurrent users search methods within
descriptions
Media Distribution 1/10 of the total Order submission and 15 sec
number of supported confirmation
concurrent users
Status Check 3 times the total Status of pending record | 10 sec
(account or request) | number of supported order, subscriptions
concurrent users status, or account
review

* From initiation of query to start of display, exclusive of user environment and network delay (i.e. have
started to transmit the information to the user). System is assumed to contain 1,500,000 records.

CDRL Number: 01 - System Requirements Specification (SyRS)
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